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YacTHast MoesIb YIpo3 0€30MaCHOCTH NEePCOHAIBHBIX JAHHBIX B HHPOPMALMOHH O
cucTeMe NepCoOHATbHBIX JAHHBIX
I. [lepeyenb 0603HavYeHnii 1 cokpameHuii APM — apTomatu3upoBanHoe pabouee Mmecto B — BumoBas
uHpopmanus
BTCC — BcnomoratenbHble TEXHUYECKHUE CPEACTBA U CUCTEMBbI
NCTIIH — nadopmanmonHas cucteMa epCcoOHAbHBIX TaHHBIXK3 — KOHTponupyemas 30Ha
MD — MmexceTeBoi FKpaH
H/IB — nenexnapupoBanubie BO3MOKHOCTUHC ]l — HECAaHKIIMOHUPOBAHHBIN JOCTYII
OBIT/IH — obecnieueHre 6e30MaCHOCTH MEepPCOHATBHBIX JaHHBIX OC — onepaliMoHHAas CUCTEMA
[1/In — mepcoHanbHbIC JaHHbBIC
[IMB — nporpamMHo-MaTemaTuueckoe Bo3aeiictBuellO — nmporpamMmuoe obecrieuenne
[I9MUH — no6ouHbIe 3JIeKTpOMarHuTHbIC U3TydeHus: 1 HaBoakuPU — pedyeBas nndopmarus
CBT — cpenctBo BeraucauTenbHON TeXHUKHC3M — cpeacTBO 3amuThl HHPOPMAITUN
CIIN — creranorpaduyeckoe mpeodpasoBanrue HHPOpMAITU
CDOVIIN — cieunanbHbIE AIIEKTPOHHBIE YCTpoiicTBa nepexBaTta nHpopmarmu TKY U — Texaudeckuii kanan
yTeuku uH(OpMaLIUU
TCOMU — texuuyeckue cpeactpa oopadotku napopmannu ¥ bITJIH — yrpo3sl 6€301macHOCTH IEPCOHATBHBIX
nauubix P - urdopmannonusiii pecype
IITC - mporpaMMHO-TEXHHYECKHE CPEICTBA
CK3HU - cpencrra kpunrorpaduyeckoit 3ammtsl nHGopManuuPCh - denepanbras ciyxba
0€30I1aCHOCTH;
®CO - denepanbHast ciyxba OXpaHbl;
®CTOK - denepanbHas ciry0a 110 TEXHHYECKOMY U IKCIIEPTHOMY KOHTPOJIIO.

ABTOMATH3HMPOBAHHASI CHCTEMa — CHCTEMa, COCTOSIIAasl U3 MEepCcoHala U KOMILIEKCA CPECTB
ABTOMATHU3AIMK €ro JEeATEIbHOCTH, peaau3yromas HWHGOPMAIUOHHYIO TEXHOJIOTUIO BBIMOIHEHHUS
YCTAHOBJIECHHBIX (PYHKIIH.

AyTeHTH(UKaANMsA OTHPABHUTENAs [JAHHBIX — TIOATBEPXKIACHUE TOrO, 4YTO OTIPABUTENb
MOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asIBICHHOMY.

Be3onacHoCTh MepPCOHANBHBIX JAHHBIX — COCTOSHHE 3AIIUIIEHHOCTH NEPCOHANBHBIX JaHHBIX,
XapaKTepU3yeMoe CIIOCOOHOCTBIO IIOJIb30BATeNEel, TEXHUUYECKUX CpPEICTB U HH(POPMAIMOHHBIX
TEXHOJIOTUI 00ecreuynuTh KOH(PHIEHIIMAIBHOCTD, IIETOCTHOCTh U JOCTYIHOCTh MEPCOHAIBHBIX JaHHBIX
pu UX 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMaX NEPCOHAIBHBIX JaHHBIX.

BioxkupoBanue nmepcoHaJbHBIX JAHHBIX — BPEMEHHOE IPEKpalleHne coopa,cucTeMaTu3aiim,
HAaKOIUICHUs, UCITOJIb30BaHUs, PACIIPOCTPAHEHU S, IEPCOHAIIBHBIX JaHHBIX, B TOM YHCJIE UX IIEPEAUN.

Bupyc (KOMNBIOTEpPHBI, NPOrpaMMHBIN) — UCIOJIHAEMBIH MPOTrPAMMHBIA KOJ WIH
UHTEPIPETUPYEMbII  HA0Op  MHCTPYKLMH, O0O0JajarolMii  CBONCTBAMM  HECAHKIIMOHUPOBAHHOTO
pacrpocTpaHeHus U camoBocipoun3BeaeHus. Co3laHHbIE TyONIUKaThl KOMIBIOTEPHOI'O BUPYCa HEBCEr1a

CoBIIaaaroT C OpHUI'MHAJIOM, HO
COXPAHAIOT CIIOCOOHOCTH K ,HaJ'ILHeﬁHIeMy pacnnpoCTpaHCHUTO
H CaMOBOCITPOHU3BCICHUIO.
Bpenonocnaﬂ nmporpamma - nporpamma, npeaHa3Ha4YCHHasA JJIA OCYIICCTBJICHHUA

HECaHKIIMOHMPOBAHHOIO JIOCTyna W (WJIM) BO3ACMCTBHS Ha MEpPCOHANbHbIE TaHHBIE WU PECYPCHI
UH(POPMALIMOHHOM CUCTEMBI NTEPCOHATIBHBIX JTaHHBIX.

BcnomorarebHbIe TeXHMYECKHE CPEICTBA M CHCTEMBbI — TEXHUYECKUE CPEACTBA U CHUCTEMBI,
HE MpeJHa3HaYeHHbIe I NepeJadn, 00pabOTKU U XpaHEHUs! IePCOHAIBHBIX JaHHBIX, YCTaHABINBAEMbIE
COBMECTHO C TEXHMYECKMMHU CpEICTBaMU U CHUCTEMaMH, TMpeJHa3HAYEHHbBIMU [UIsi 0O0pabOTKH
IIEPCOHAIIBHBIX JIaHHBIX, UIM B TIOMEIIECHMAX, B KOTOPBIX YCTaHOBJICHBI
MH(OpPMallMOHHbIE CUCTEMBI ITEPCOHATBHBIX JTaHHBIX.

JlocTynl B OnepanMOHHYI0 Cpely KOMIbIOTepa (MH(OPMALMOHHOH CHCTEMbI NEPCOHATBHBIX
AAHHBIX) — MOJIyY€HHE BO3MOKHOCTH 3aIlyCKa Ha BBIMOJIHEHUE IITATHBIX KOMaH, GYHKLIUH, poLEeayp
OTIEPALIMOHHOM CHUCTeMbI (YHUYTO)XXEHUS, KONHMPOBAHU, MEPEMEIleHUsI U T.II.), UCMIOMHIEMbIX (hailioB
IIPUKJIAIHBIX IPOTPaMM.

Hoctym k  uHpopmanuu —  BO3MOXHOCTb  TOJY4YECHUs  HHPOpPMALUU U ee



UCTIOJTh30BaHUSI.
3akjaq04yHOe YCTPOMCTBO — DJIEMEHT CPEICTBA CheMa HMH(OpPMAIMH, CKPBITHO BHEIPSEMBIN

(3aKkyagpIiBa€MbIii WM BHOCHUMBIM) B MeECTa BO3MOXKHOTO cbheMa wHHpOpManuu (B TOM 4YHCIEC B

OrpakJeHNe, KOHCTPYKIIHUIO, 000pyA0BaHUe, TIPEIMETHI HHTEphepa, TPAHCIIOPTHEIE CPEACTBa, a

TaKKe B TEXHUYECKUE cpezacTa
U CHCTEeMBI 00paboTku uHpOopManmn).
3ammmaemass wHdopManusa — WHPOPMALUs, SBISIONIAACS TPEAMETOM COOCTBEHHOCTH U

noJyIeXxaniasi 3alluTe B COOTBETCTBHM C TPEOOBAHHMSIMH IPABOBBIX JOKYMEHTOB HWJIHM TPEOOBAaHUIMH,
yCTaHABJIMBAEMBIMU COOCTBEHHUKOM WH(MOPMAIIHH.

Nnentudukanms — MpUCBOCHUE CYOBbEKTaM W OOBEKTaM JOCTyINa HieHTH(UKaTOpa W (WIIH)
CpaBHEHHE MPEIBSIBIIEMOT0 HACHTUDHUKATOPA C TIEPEUHEM IPUCBOCHHBIX UICHTU(UKATOPOB.

NudopmMaTuBHBIN CUTHAJ — DJICKTPUUECKUE CUTHAJBI, aKyCTUYECKUE, JCKTPOMATHUTHBIC H
npyrue ¢GuU3MYecKue IMoJisi, MO IMapaMeTpaM KOTOPBIX MOXET OBITh pacKpbiTa KOH(UICHIMATbHAS
uHpopmanus (nepcoHaabHbIe JaHHBIE), 0OpabaTeiBaeMas B MH(POPMAIMOHHON CHCTEME TMEPCOHATbHBIX
JTAHHBIX.

HNudopMmanmoHHass cucTeMa MEPCOHANBHBIX JAHHBIX — 3TO0 HHPOPMAIMOHHASA CHCTEMA,
NpeACTABJAIONIAs c000il COBOKYNHOCTH MEPCOHAIBHBIX JaHHBIX, COiep:KalIUXcH B 6a3e JaHHBIX, a
Tak:ke WHQOPMANMOHHBIX TEXHOJOTHH M TEXHHYECKUX CPEACTB, MO3BOJSIIOMIMX OCYIIECTBJSTH
00padoOTKy TAKHX MEPCOHAIbHBIX IAHHBIX ¢ UCMOJIb30BAHHEM CPEACTB aBTOMATH3AMHI Wi
0e3 HCM0JIb30BAaHHUSI TAKUX CPEICTB.

HNudopmanuoHHble TEXHOJIOTHH — MPOIECCHI, METOJIBI TIOMCKA, cOOpa, XpaHeHHs, 00paboTKH,
NPEOCTABICHHS, PACIPOCTPaHEHUSI WH(POPMAIMA M CIIOCOOBI OCYIIECTBICHHS TAaKHX MPOIECCOB U
METOJIOB.

Hcrounuk yrpo3sl 6e30macHOCTH HH(POPMAIUH — CYOBEKT JIOCTYIa, MaTepHaIbHBI OOBEKT
Wi GU3NIECKOE SIBIICHUE, SBIISIFOIIUECS MPUUYNHON BOZHUKHOBEHUS YIPO3bI0E30MIaCHOCTH HH(OPMAIIHH.

KonTtposmpyemasi 30Ha — 3TO MPOCTPAHCTBO, B KOTOPOM HCKIIIOYEHO HEKOHTPOJIMPYEMOE
npeObIBaHNE COTPYAHHUKOB " MOCETUTETeH oreparopa M MOCTOPOHHUX TPAHCIIOPTHBIX,
TEXHUYECKUX M WHBIX MAaTePUAIbHBIX CPEJICTB.

KoHpuaeHIMaJIbHOCTh NePCOHATBHBIX JAHHBIX — 00s13aTeIbHOE IS COOJI0ICHHS OIIepaTopoM
WIA WHBIM TOJIYYUBIIMM JOCTYN K TEpPCOHAIbHBIM JAHHBIM JIMIIOM TpeOOBaHME HE JOMYCKaTh HUX
pactipocTpaHeHust 0e3 corjiacus CyObeKTa MEpCOHATBHBIX JAaHHBIX MM HAIWYHS WHOTO 3aKOHHOTO
OCHOBAHUSI.

MeskceTeBol IKpaH — JOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO- paclpeieIeHHOe
porpaMMHoOe (IIPOrpaMMHO-aNNapaTHOE) CPEACTBO (KOMILIEKC),

peanu3yroliee KOHTPOJb 3a HHpOpManuei, mnoctynaromeil B HHPOPMALHUOHHYIO CUCTEMY
NEPCOHAIBHBIX JAHHBIX U (WJIM) BBIXOASIIEH U3 MHPOPMAIMOHHON CHCTEMBI.

Hapyumresab 0e30MacHOCTH NMEPCOHAIBHBIX AAHHBIX — (U3UYECKOE U0, CIy4ailHO WM
NpeJHAMEPEHHO COBEpIIaolee ASHCTBU, CIEICTBUEM KOTOPBIX SBISIETCS HapylleHHe O0e30MacHOCTH
NEPCOHANBHBIX JaHHBIX MPHU UX 00pabOTKE TEXHUYECKUMHU CPEICTBAMU B MH()OPMAIIMOHHBIX CHCTEMAax
NEPCOHANBHBIX JTaHHBIX.

HenexkaapupoBaHHble  BO3MOKHOCTH —  (YHKIMOHAJIBHBIE  BO3MOXXHOCTH  CPEJICTB
BBIYUCITUTEIIFHON TEXHUKH, HE OTIMCAHHBIE FITH HE COOTBETCTBYIOIIUE OMTMCAHHBIM B IOKyMEHTAIINH, TIPH
UCIIOJIb30BaHUM KOTOPBIX BO3MOXKHO HApYIIEHNWE KOHPHUIECHIIMATBHOCTH, JOCTYITHOCTH MM IEIOCTHOCTH
o0OpabaTbiBaeMoOil HH(OpMAITHH.

HecaHKIMOHMPOBAHHBII  A0CTYN (HECAHKIMOHUPOBAHHBIE JeHCTBUS) — JOCTYyD K
UHPOPMAIINU WM IEHCTBUS ¢ WH(pOpMAIHEl, OCYIIECTBISIEMbIE C HAPYIICHHEM YCTaHOBIICHHBIX IPaB U
(unv) TpaBWII JOCTyma K WHQPOPMAWK WM JCWCTBUH C HEW ¢ NPUMEHEHHWEM INTAaTHBIX CPEICTB
UHPOPMALIMOHHOM CHUCTEMbl WJIM CpPEACTB, AHAJIOTMYHBIX UM 1O CBOMM (DYHKIIMOHAJIBHOMY
NpeIHA3HAYCHHUIO U TEXHUYECKUM XapaKTePUCTHKAM.

Hocutenr undopmanmum — ¢Gu3nUecKoe JHMIO WIW MaTepUATbHBIH OOBEKT, B TOM YHCIIC
¢u3uueckoe mose, B KOTOPOM HH(OpPMAIUS HAXOJUT CBOE OTPAKCHHE B BUAE CHUMBOJIOB, 00pa3oB,



CUTHAJIOB, TEXHUYECKUX PEUICHUH U MPOLIECCOB, KOJTMYECTBEHHBIX XapaKTEPUCTUK (PU3NYECKUX BETUUHH.

OO0padoTKka NepPCOHAJBHBIX JAHHBIX — JEHCTBUA (Omepaluu) C NEPCOHAIbHBIMHU JaHHBIMH,
BKJIFOYas cOOp, CHCTeMaTH3alMI0, HAKOIUICHHE, XpaHEHWE, yTOYHCHHE (OOHOBJICHHE, H3MEHEHHE),
UCIIONIb30BAaHUE, paclpocTpaHeHue (B TOM 4YHCIe Tepenady), oO0e3nuuuBaHue, OJOKHUpPOBAHUE,
YHUUYTOKEHUE NEPCOHAIBHBIX JTaHHBIX.

Omneparop — rocyapcTBEeHHbIN OpraH, MyHHUIIMIIAJIbHBIA OpraH, IpUINYEecKoe Win (pusndeckoe
JHIO0, OpTaHU3yolMe M (WIH) OCYIIECTBIAIOMUE OOpabOTKY NEepCOHANbHBIX JAHHBIX, a TaKXe
oTpeeolIne IeNId U coiepkaHne 00paboTKU NEepCOHAIBHBIX JaHHBIX.

IlepexBat (uH(oOpMaNUU) — HENPAaBOMEPHOE MONydeHHE HWH(POpPMALUU C HCIOJIb30BaHUEM
TEXHUYECKOTO CpEACTBA, OCYIIECTBIIIOUIETO OOHAapyXeHHe, ImpueM U 00paboTKy HH(GOPMATHBHBIX
CHTHAJIOB.

IlepconanbHble JaHHBbIE — J00ass MH(OpPMALMS, OTHOCAIIASICH K OIpeNaeJeHHOMY WU
omnpeeIsieMOMY HA OCHOBAHNHU TaKoii HHpopManuu puzndyeckomy JuIy (Cy0ObeKTY MepPCOHATBHBIX
JaHHBIX), B TOM 4YucJe ero (pamMuiusi, MMs, 0TYECTBO, 1ATA U MECTO POXKIAEHHSs, aJipec, ceMeiHoe,
couMajJibHOe, HMYIIECTBEHHOe T0JI0KeHHe, o0pa3oBaHue, npodeccus, AOXOAbI, Jpyras
uHpopManus.

[o6ouHble 3JIEKTPOMATHUTHBIE H3JYYeHHS M HABOJAKHM — DJEKTPOMArHUTHBIC H3ITYYCHHUS
TEXHUYECKHUX CPEICTB 00pabOTKH 3ammiaeMoil nHpopMaluy, BOSHUKAIOUINE KaKk MOO0YHOE SIBIICHUE H
BBI3BaHHBIC AJIEKTPUYECKUMU CUTHAIAMU, ICUCTBYIOIIMMH B UX

JIEKTPUYECKUX W MArHUTHBIX LENSAX, a TaKKe DJIEKTPOMAarHUTHBbIE HABOJKHM 3TUX CHUTHAJIOB Ha
TOKONPOBOJAIINE JTUHUH, KOHCTPYKLIUU U LU MUTAHUSI.

ITosb30BaTes b HHPOPMANMOHHON CHCTEMBI IEPCOHAJBHBIX JAHHBIX — JINLO, Y4aCTBYIOIIEE B
(GYHKIMOHUPOBAaHUM HH(OPMAIIMOHHONW CHCTEMBI TEPCOHAIBHBIX JAaHHBIX WM  HCIOJB3YIOIIee
pe3yibTaThl €e (PYHKIMOHUPOBAHMUSL.

IIpaBuna pasrpaHuyeHMsi AOCTYyNa — COBOKYIHOCTb IIPaBWJI, PErJaMEHTHPYIOIIMUX IpaBa
JIOCTYIa CyOBEKTOB JIOCTYIa K 00bEKTaM J0CTYyIA.

IIporpammuasi 3ak/jaagka — CKPBITHO BHECEHHBIH B  IporpaMMHoe oOecnedeHue
(GYHKUMOHATIBHBI  OOBEKT, KOTOpPBIM TpPU  ONPEAETICHHBIX YCIOBHUAX CIOCOOEH o00ecneunTh
HECaHKIIMOHMPOBAHHOE MpOorpaMMHOe Bo3jelcTBue. [IporpaMmHas 3akiiajka MOKET ObITh peaan3oBaHa
B BUJIE BPEJOHOCHOM ITPOrpaMMBbl UJIH MPOTPaMMHOTO KOJa.

IIporpammuoe (mporpaMMHO-MaTeMaTH4eCKoe) BO3/JeiicTBHE -
HECAaHKI[MOHUPOBAHHOE BO3JCHCTBHE Ha PeCypchl aBTOMAaTU3MPOBAHHOW WH(GOPMAIMOHHON CHCTEMBI,
OCYILIECTBIISIEMOE C MCIOJIb30BaHUEM BPEJOHOCHBIX ITPOTPaMM.

Pecypc HUHQPOPMALMOHHOM CHCTEMbl — HMEHOBAHHBIM JJIEMEHT CHCTEMHOTO,
MIPUKJIAIHOTO WU anmapaTHOro obecrnedeHus pyHKIHMOHUPOBAHUS HHPOPMAITMOHHON CUCTEMBI.
CpeacrBa BbIYMCIUTEIbHONW TEXHUKH — COBOKYITHOCTh MPOTPAMMHBIX U TEXHUYECKUX DJIEMEHTOB
CUCTeM 00pabOTKH JaHHBIX, CIOCOOHBIX (DYHKIIMOHUPOBATH CAMOCTOSATEIHHO WM B

COCTaB€ IPYTUX CHCTEM.

Cy0bekT nocryna (cy0bekT) — JIMIO WIM MPOLECC, AEHCTBHUS KOTOPOTO periaMeHTHPYIOTCS
IpaBUJIaMU pa3rpaHUyuEHus JOCTYTIA.

Texnuveckune cpeacrsa MH(POPMALMOHHONW CHCTEMBbI NEPCOHAJBHBIX JAHHBIX — CpPEACTBA
BBIUMCIUTENbHON TEXHUKH, HHPOPMAIIMOHHO-BBIYUCIUTENbHBIE KOMIUIEKCHI M CETH, CPEJCTBA U CHCTEMBI
nepefayd, npuemMa U 0OpabOTKM TEepCOHANbHBIX JaHHBIX (CPEACTBA U CHCTEMBI 3BYKO3AIHCH,
3BYKOYCUJICHUS, 3BYKOBOCIIPOM3BE/IEHHUS, IEPETOBOPHBIE M TEJIEBU3HOHHBIE YCTpPOIICTBa, CpeicTBa
U3TOTOBJICHUS, THUPAXXUPOBAHUS JOKYMEHTOB W JpPyrue TEXHUYECKUE CpeAcTBa 0OpabOTKH peueBoid,
rpaduueckoil, Bugeo- U OykBeHHO-UM(POBOKH HMHPOpPMAIMH), TPOrpPaMMHBIE CPEICTBA (OINepaliOHHbIE
CHCTEMBI, CHCTEMBI YIpaBieHUs10a3aMu JaHHBIX U T.I1.), CPEACTBA 3AIIUTHI HHPOPMALIUH.

TexHuuyeckuii KaHaJ yTeuykd HHGOPMaLMU — COBOKYITHOCTh HOCUTEINS HH(pOpMAIMU (CpeaCcTBa
00paboTkm), (HU3NIECKON Cpeapl pacpOCTpaHEHUST MHPOPMATUBHOTO CHUTHAlIa W CPEACTB, KOTOPBIMU
N00BIBaeTCA 3auuiaemMas iHpopMarus.

Yrpo3bl 06€30nMaCHOCTH TMEPCOHAJTBbHBIX JaHHBIX — COBOKYIMHOCTh YCIOBUH U (haKTOPOB,



CO3/JAMOIIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHCIIC CIY4ailHOro, JOCTYIa K MePCOHATbHBIM
JTAHHBIM, PE3yJIbTATOM KOTOPOTO MOXKET CTaTh YHHUTOXCHUE, U3MEHCHUE, OJIOKMPOBAHUE, KOTMPOBAHHE,
pacrpocTpaHeHUe MEPCOHATBHBIX TAHHBIX, & TAK)KE WHBIX HECAHKIMOHMPOBAHHBIX NCHCTBHU MPU KX
00paboTke B MHGOPMAITMOHHON CUCTEME MEPCOHATBHBIX TAHHBIX.

YHUYTOXKEHHE TEPCOHAIBHBIX JAHHBIX — JCHCTBHS, B PE3yJbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTAHOBUThH COJICP)KAHUE MEPCOHAIBHBIX JaHHBIX B HWH()OPMAIMOHHOW CHUCTEME IIePCOHATBHBIX
JIAHHBIX WK B PE3YJIbTATE KOTOPBIX YHUUTOKAIOTCS MAaTepPHaIbHbIE HOCUTENIN TIEPCOHATbHBIX JTaHHBIX.

YTeuka (3amumaemMoii) mHpOpMANMM MO TEXHHYECKHM KAHAJIAM — HEKOHTPOJIUPYEMOES
pacnpoctpaHeHrne HHGOPMAIIMK OT HOCHTENS 3alluiinaeMoil nHopManuu depe3 GU3MUECKYIO Cpery 10
TEXHHUYECKOTO CPEJICTBA, OCYILECTBIISIFOLIETO epeXBaT MH(POPMAIHH.

YA3BUMOCTh — HEKasi c1aboCTh, KOTOPYIO MOYKHO HCIIOJIb30BATh JUIS HAPYIICHHSI CUCTEMbI HIIH
coJepkalieiics B Heil nHpOopMaInu.

LesocTHOCTH MH(pOPMALMM — COCTOSIHME MH(OPMAINK, TIPU KOTOPOM OTCYTCTBYET JI000€ ee
U3MEHEeHHE MO0 U3MEHEHUE OCYIIECTBISETCS TOIBKO MPETHAMEPEHHO CYObEeKTaMH, UMEIOIIMMHU Ha HEro

IpaBo.
. O0mme noJ10keHMs.
2.1. YactHass Mojaenb yrpo3 O€30MaCHOCTH TEPCOHATBHBIX IaHHBIX B HH(POPMAIMOHHOMN

CHUCTEME TNEepCOHANBHBIX JaHHBIX (nanee- YacTHas Mojenb yrpo3) pa3paOOTaHbl Ha OCHOBAHHUH
CIIEYIOIIUX JTOKYMEHTOB:

denepanpHoro 3akoHa Poccutickoit ®@enepanuu ot 27.07.2006 Ne 149-d3 «O6 unbopmanuu,
UH(POPMALIMOHHBIX TEXHOJIOTHUAX U O 3alIUTe HH(POPMAIII;

noctaHoBieHus: IlpaButenbctBa Poccmiickoit ®eneparun ot 21.03.2012 Ne 211 «O6
YTBEP)KJICHUH TIEpEYHsT Mep, HampaBJIeHHBIX Ha OOecreueHne BBIOTHEHHS OO0S3aHHOCTEH,
npenycMoTpeHHbIX DenepanbHbIM 3aKOHOM "O MepCOHANBHBIX TAHHBIX'" U MPUHITHIMU B COOTBETCTBHUH C
HUM HOpPMAaTUBHBIMM IIPaBOBBIMU aKTaMH, OIEpaTOpaMH, SIBJISIOIIMMUCA TOCYAAPCTBEHHBIMU WM
MYHUILIUIIAJTIbHBIMUA OpTraHaMK»;

nocraHoBienust [lpaButenbctBa Poccuiickoirt @Peneparuun ot 01.11.2012 Ne 1119 «O6
YTBEpXKACHUHM TPeOOBaHUIl K 3alllUTe MEPCOHATBHBIX JAHHBIX MpPU UX 00pabOTKe B MH(DOPMAIIMOHHBIX
CUCTEMAX MEPCOHAIBHBIX JaHHBIX);

6a30Boil Mozenu yrpo3 O€30MaCHOCTH MEPCOHANBHBIX JAHHBIX MpH HX 00paboTke B
MH(OPMaILIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX, YTBEPXKACHHOH 3amecTuTeneM nupekropa @CTOK
Poccun 15.02.2008 (manee — basoBast Moaens yrpo3);

Oanka maHHBIX yrpo3 Oe3onacHoctH mH(popMmanun ®CTIK Poccun (http://bdu.fstec.ru, namee —
bank naHHBIX yrpo3);

METOJIMKHM OIpPENEIeHHs] aKTyalbHBIX Yyrpo3 O€30MacHOCTU MEPCOHANbHBIX JaHHBIX MpPH HUX
0o0paboTke B MH(POPMALMOHHBIX CHUCTEMax MEPCOHAJBHBIX JAaHHBIX, YTBEPXJIECHHOW 3aMecTUTeNeM
mupexktopa @CTOK Poccun 14.02.2008;

METOAMYECKUX PEKOMEHJAlMK MO0 pa3padoTKe HOPMATHBHBIX MPABOBBIX aKTOB, ONPEIEISIONINX
yrpo3bl 0€30MaCHOCTH NEPCOHAIBHBIX JaHHbBIX, aKTyaJbHble IpU 00paOOTKE MEPCOHAIBHBIX JAaHHBIX B
WH(GOPMAIMOHHBIX CHUCTEMaX MEPCOHANBHBIX JaHHBIX, OKCIUTYaTHPYEMBIX TPU OCYIIECTBICHHH
COOTBETCTBYIOIIIMX BHJIOB JIESITEIHHOCTH, YTBEPKICHHBIX pyKoBoacTBoM 8-ro Ilentpa ®Cb Poccun
31.03.2015 Ne 149/7/2/6-432.

2.2. [Ton yrpo3amu 06€30MacHOCTH MEPCOHATBHBIX TAHHBIX TOHUMAETCSI COBOKYITHOCTh YCJIOBUM
U (HaKTOPOB, CO3JAIOMIMX OMACHOCTh HECAHKIIMOHHMPOBAHHOTO, B TOM YHCIIE CIy4alHOTo, JOCTyma K
NEPCOHAIBHBIM  JaHHBIM, pE3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHMYTOKE€HUE, H3MEHEHHE,
OJIOKMpOBaHKE, KOMMPOBAHHE, MPEIOCTaBIEHHE, PACIPOCTPAHEHHWE NEPCOHANbHBIX MaHHBIX, a TaKKe
UHBIE HENpPaBOMEpHbIE NEWUCTBUSA NpH HUX 00paboTke B HMH(OPMALMOHHOW CHUCTEME MEPCOHAIbHBIX
JaHHBIX (HapylleHHe KOH(UICHLIMAIBHOCTH, LEJIOCTHOCTH U JIOCTYHMHOCTH 00OpabaThIBaeMbIX
MEPCOHAIBHBIX JTaHHBIX).

Jlnst uHGOPMAIIMOHHBIX CHUCTEM TMepCOHANbHBIX naHHbIX (manee — MCII/IH) mempro 3amiuTh
uHopmanuu  sBIseTcs  oOecrieueHWe  KOH(MOUICHIMATBHOCTH, IEJIOCTHOCTH W JOCTYIMHOCTH
00pabaThIBaeMbIX MEPCOHANBHBIX JAHHBIX.

2.3. B kauyecTBe MCTOYHUKOB yrpo3 0€30MACHOCTH MEPCOHAIBHBIX JAHHBIX MOTYT BBICTYIATh
cyOBeKThI ((pru3nueckue Jula, OpraHu3alui) WK SBJIECHUS (TEXHOT€HHbIE aBapUH, CTUXUITHBIE Oe1CTBUS,
VHBIE IPUPOJIHBIE sIBIIeHNUS). [Ipy 3TOM UCTOYHHUKHU YIpO3 MOTYT OBITH CIIEIYIOIIMX TUIIOB:
AQHTPOIIOTE€HHbIE UCTOYHUKU (AHTPOIOTE€HHBIE YTPO3bl);
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TE€XHOT€HHbIE HCTOYHHUKH (TEXHOT'€HHBIE YIPO3bl);
CTHXUITHbIE UCTOYHUKHU (YTPO3bI CTUXUHHBIX O€ICTBUI, MHBIX TPUPOAHBIX SIBICHUH).
VIcTOYHMKaMU aHTPOIOT€HHBIX yrpo3 0€30MacHOCTH MEPCOHANBHBIX JaHHBIX MOTYTBBICTYNATh:

JM1a, OCYLIECTBIISIIOIINE NPEeAHAMEPEHHBIE JEHCTBUS C LEJIBIO IOCTYIA K IEPCOHAIbHBIM JaHHBIM
(BO3aeiicTBUSL HA TEPCOHAJbHBIC JaHHBIC), COJAEPXKAIIMMCS B HWH(POPMAIMOHHON CHCTEME, WU
HapyleHuss  (QYHKUMOHUPOBAaHUS  MHMOPMALMOHHOW  CHUCTeMbl  WJIM  OOCIyXUBaroumlen  ee
UHPPACTPYKTYPHI (IpeJHAMEPEHHBIE YTPO3bl 0€30MaCHOCTH MEPCOHATBHBIX JAHHBIX );

JMIA, UMEIOLIMe JOCTYI K UH(OPMAIMOHHON CUCTEME, HE IpeAHaMEepEHHbIE NEHCTBHSI KOTOPBIX
MOTYT MpPHUBECTH K HapyLIEHHIO O€30I1aCHOCTH NEPCOHAJIBHBIX JAHHBIX (HENpPEIHAMEPEHHBIE YIpO3bl
0€30I1aCHOCTH EPCOHAIBHBIX JAHHBIX).

[IpennamepeHHbIe yrpo3bl 0€30MacCHOCTH MEPCOHANBHBIX JAHHBIX MOTYT OBITh pealn30BaHbI 32
CUET YTEYKH MEPCOHAIbHBIX JAHHBIX I10 TEXHUYECKUM KaHajaM (TEeXHHUYECKHE KaHajbl YTEUKH
uHpopmanuu, oopabaTeiBaeMOl B TEXHHUYECKUX CPEICTBAX MH(DOPMAIMOHHOW CHUCTEMBI, TEXHUYECKUE
KaHaJIbl IlepexBaTa HH(GOpMAIMK NP ee Iepenade 10 KaHanaM (JIMHUSAM) CBSI3U, TEXHUUECKUE KaHaJbl
YTEUKH aKyCTHUECKOU (peueBoil) nHpopmanun) 1100 3a cHyeT HECAHKIIMOHUPOBAHHOTO AOCTYIIA.

24. Omnpenenenue yrpo3 06€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX, aKTYAIbHBIX MPH 00paboTKe
nepcoHanbHbiX JMaHHbIX B MCIIJIH, ocymecTBisiercs 00pa3oBaTelIbHOW OpraHU3alMei- OMepaTopoM
NCII/n.

B oOpa3zoBatenpHOW OpraHu3almil aKTOM pyKOBomguTens yrBepxkpaaercs mepedenb HWCIIH,
OIIEpaTOPOM KOTOPBIX OHHU ABJISIOTCA (Hanee — OnepaTopsl).

Omnpenenenne yrpo3 O€30MAaCHOCTH IEPCOHAIBHBIX JaHHBIX, aKTyaJbHBIX Tpu 00paboTke
nepcoHanbHbIX AaHHbIX B MCIIJIH, odopmisiercs nokymeHTanbHO B Bujae YacTHOM Mopaenu yrpos,
KOTOpas yTBepikaaercsi pykoBoaurenem Omneparopa.

2.5.. B ciiyuae ecnu OnepaTopoM B COOTBETCTBUM C IYHKTOM MNPUHATO perieHue npumeHenus CK3U
st obecrieueHust OGezonacHOCTH mnepcoHanbHbIX faHHbiX B MCII[IH, To mpu ompexaeneHun yrpos
0€30I1aCHOCTH MEePCOHAIBHBIX JAaHHBIX, aKTyalbHbIX NMPH 00pabOTKE MEPCOHAIBHBIX AAHHBIX B JIAHHOMN
NCTI[JH, Omnepatop MONOJHUTEILHO (GOPMHUPYET COBOKYIHOCTH MPEANOIOKEHHH O BO3MOXKHOCTSX,
KOTOpPbIE MOT'YT UCIIOJIb30BaThCs TP CO3AAHUU CIIOCOOOB, MOATOTOBKE U
1.19. Hacrosimue AKTyallbHbIE YTPO3BI MTOAJNIEKAT IEPECMOTPY (IIEPEOIICHKE):

IIpM HM3MEHEHMM 3aKoHozarenbcTBa Poccuiickoil denepanuu B 4acTH ONPENEIIEHUS YIPO3
0€30MMacCHOCTH MEPCOHAIBHBIX JAHHBIX MPU UX 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAX;

IIPYU TOSBJICHUH HOBBIX YTpO3 B MCTOYHUKAX JaHHBIX 00 yrposax 0e30macHOCTH WH(pOpMaluy,
UCIIONB3YEMBIX B  HACTOALIMX AKTyalbHBIX yrpo3ax, KOTOpble OYIyT aKTyaJbHbIMU IS
paccmarpuBaembix Tunos MCIIJIH;

npu U3MEHEHUHU CTPYKTYPHO-(QYHKIIMOHATBHBIX XapaKTepUCTHK, MIPUMEHSEMBbIX
UH(POPMALIMOHHBIX TEXHOJIOTUH min ocobeHHocTel GpyHkumonupoBanus UCII/IH, cnencTBueM KOTOPBIX
CTaJI0 BOSHUKHOBEHHE HOBBIX aKTyaJIbHbIX YTpo3 0€30MaCHOCTH EPCOHANBHBIX JaHHBIX;

IIpY  TOBBIIIEHUH BO3MOXKHOCTH pe€ajM3alMy WIA ONACHOCTH CYLIECTBYIOIIUX YIpO3
0€30MacHOCTH MEPCOHATBHBIX TAHHBIX;

NP MOSIBJICHUHU CBEJICHUH U (DPAKTOB O HOBBIX BO3MOYKHOCTSIX HapyIIUTENEH.

VYrpo3pl 6€30MacHOCTH TMEPCOHAIbHBIX JIAHHBIX, aKTyalbHblE NpPU O0OpaOOTKE INEPCOHAIBHBIX
nansbix B UCII/IH, momnexat nepecMotpy (mepeorienke) Oneparopom:

IIpM BHECEHWH W3MEHEHUN B HACTOALIME AKTyaJbHbIE Yrpo3bl AJII COOTBETCTBYIOILEIO THIA
NCTIH;

OpU  U3MEHEHHU  CTPYKTYpHO-(QYHKIIMOHANBHBIX  XapaKTEPUCTHK MM  OCOOEHHOCTEH
¢yuknmonuposanust UCIIJIH, B ciencTBuu 4ero u3MeHuiIcs T, k koropomy otHocutcst UCIIH;

npu npumeHenun B MCIIJIH uHpOpMAnMOHHBIX TEXHOJOTHH, MOCPEICTBOM KOTOPBIX MOTYT
(dbopMUpOBAaTHCS HOBBIE Yrpo3bl 0€30MaCHOCTH MMEPCOHAIbHBIX JAHHBIX, HCKIIOUEHHBIE M3 0a30BOr0
(mpeBapUTENBHOI0) IMEpeyHsl Yrpo3 Oe30macHOCTH MepCOHANbHBIX JMaHHBIX Juis 3toi MCI/In
OneparopoM B COOTBETCTBHH C TyHKTOM 4.4 HacTOSIINUX AKTyaJbHBIX yIPO3;

IIPH MOBBIIIEHUU BO3MOKHOCTH pealin3aliy CYIECTBYIOIIUX yrpo3 6€301aCHOCTUIIEPCOHAIBHBIX
JTAHHBIX;
B MHBIX Clly4asx 1o peumieHuto Oneparopa.
Onucanue HHPOPMANMOHHBIX CUCTEM MEPCOHATBHBIX TAHHBIX HOCOOEHHOCTEH UX
(pyHxuuoHupoBaHus
3.1 B oOpa3zoBaTensHOM yupexaeHun cymecTByIoT cineayromue tunsl UCIH:



NCTIln Bemenusi OyXraiaTepcKoro ydeTa, pacyeTa 3apaOOTHOM IIaThlI.
UCIIu nepenaun nndopmaruu, B ToMm yrcie [1/11, B nensx ucnonnenus OenepaabHbIX3aKOHOB.
3.2. B xauectBe 00bekTa nHGopMaTu3anuu [IIKoIbI BRICTYNAIOT:
ABTOHOMHBIE aBTOMaTU3UpOBaHHbIE paboune mecta (APM).
JlokasbHbIE BHIYNCIUTENIBHBIE CETH.
3.3. CII 11 006pa3oBaTeIbHOTO YUPEKICHUS OTHOCHTCS K IEPBOMY TUITY:
aBTOMaTU3UpOBaHHble paboune mecra (nanee — APM), He mMeromue NOJAKIIOYEHUE (HE3aIIMIIEHHOE,
3alUIIEHHOE) K KaKUM-THOO CeTsIM CBSI3M, B TOM YHCIE K OECIPOBOIHBIM CETSAM CBS3U (MCKIIOUCHHE
COCTaBJIAIOT OECHPOBOJHBIE TEXHOJIOTMH, NpPEJHA3HAYCHHbIE I (YHKIMOHUPOBAHUS INepU(epHiHbIX
YCTPOMCTB (KJIaBUATypa, MAaHUITYJISITOP «MBIIIb» W JPYTHE), BXOAAIMUX B coctaB APM).

3.4. BBoa nmepcoHaNbHBIX TaHHBIX OCYIIECTBISIETCS Kak ¢ OyMa)kKHBIX HOCUTeNed (Hampumep,
JOKYMEHTOB, YIOCTOBEPAIOIIUX JHMYHOCTh cyObekTa I[I/lH), Tak W C DJIEKTPOHHBIX HOCHTENIEH
uHpopmanuu.

3.5.. UCII/In npeanonararoT pacnpeneneHayto (Ha APM) o6pabotky u xpanenue I1/1H.

3.6. [Tepconanbupie nanHble cyOonekToB I[1/lH Moryr BeBoguThcs w3 WCII[H c uenbio
nepesavyy MepcoHaIbHBIX JIaHHBIX CYOBEKTOB YUpPEKICHHS, KaK B AJEKTPOHHOM, TaKk U B OyMaKHOM
BUJIC.

3.7. Bce texnuueckue cpeacrBa HCIIJIH o0pa3oBaTenbHOr0 YUpeKIEHUS HaXOASITCS B

npeaenax Poccuiickoit @enepanun. Kourpomupyemoii 3onoii UCIIH siBasieTcss oTIeIbHOE TOMEIICHNE
Omneparop. B npenenax KOHTpoIupyeMoi 30HBI HaXOAsTCS pabouue MecTa IMOJIb30BaTeleil, cepBepHOe
o0opy/soBaHUE, a TaKXKe CETeBO€ M TeleKOMMYyHUKaunoHHoe obopynoBanue WCIIJIH. Bne
KOHTPOJIMPYEMO 30HBI MOTYT HAaXOAWUTbCA JHMHMU TEpeqadyd MaHHBIX U TEeIEeKOMMYHHUKAIIHOHHOE
000pyI0BaHUE, UCTIOIB3yEMOE I HH(POPMAIIMOHHOTO OOMEHA 110 CETSIM CBSI3H.

KonTponupyemslii goctyn (KOHTpoiupyemas 30HA) B IMOMEIICHHE OO0EeCIeuyuBaeTcsi, B TOM YHCIE C
UCIIOJIb30BAaHUEM  CHCTeM  BHJeOoHaOmtofeHus.  HekoHTponupyemblii  BBIHOC 32 Ipenesbl
aIMUHUCTPATUBHOTO 31aHus TexHudyeckux cpencts MCII/x 3anpenieH.

3.8. [Tomemenne, B KOTOPOM BemeTcs 0OpabOTKa TEPCOHAIBHBIX JaHHBIX (mamee —

[Tomemenue), ocHAIIEHO BXOAHOHN ABEpPhI0 ¢ 3aMKoM. OreparopaMu YCTaHOBJIEH MOPSAOK JOCTYyINa B
[Tomemienue, NpenaTCTBYIOUINI BO3MOKHOCTH HEKOHTPOJIUPYEMOTO IPOHUKHOBEHUS WU IPEObIBaHUS B
stoM [lomemiennn NI, He MMEIOLIMX IpaBa J0OCTyNa B HuUX. B pabouee Bpems, B cilydae yxoja JIMIL,
UMEIOUINX TMPaBO caMoCTosATeNbHOro nocryna B IlomemieHnue, a Takke B Hepabouee BpeMs ABEpU
[Tomemenue 3akpeiBaerca Ha Kiatod. Jloctyn moctopoHHuX jui B [lomemenne A0MycKaeTcsl TOJNBKO B
INPUCYTCTBUM JIML, UMEIOIIMX IPaBO CaMOCTOSITENIbHOIO JaocTyna B AaHHoe [lomemieHue Ha Bpews,
OTpaHUYEHHOE CIIy)XeOHON HeoOxomumocThio. IIpm 3TOoM OmnepaTopoM NpeANPUHUMAIOTCS MEpHI,
MCKJIIOYAIOIINE BO3MOXHOCTh JI0CTYIAa TOCTOPOHHUX JIMIL K 00pabaThIBa€MbIM NEPCOHAIBHBIM JIAHHBIM,
B TOM YHCIIe 4epe3 YCTpoicTBa BBOJA (BbIBOJA) MH(pOpPMAIMM, a TAaKXKe K HOCUTENISIM MEepCOHAIbHBIX
JTAaHHBIX.
VYcrpoiictBa BBoJa (BbIBOAA) HMH(OpManuM, ydyacTBYIOIIME B 00pabOTKE MEpPCOHAIBHBIX TaHHBIX,
pacnonaratorcs B Ilomemenun TakuMm oOpa3oM, YTOOBI HCKIIIOUUTH CIyYalHBIM IPOCMOTP
oOpabaTbiBaeMOl MH(POPMALMU MOCTOPOHHUMHM JUIaMHU, BomeAmnmu B IlomerieHue, a Takxe depes
nBepu 1 okHa [lomenienus.

3.9. Broa (BbIBOA), 00paboTka U xpaHeHue nepcoHanbHbiXx nanHbix B MCIIIH ocymecTBisieTcs
C WCIIONB30BaHHEM OYMaXHBIX M MAIIMHHBIX HOCUTENEeW WHGOpMAIMH, B TOM YHCJIE CHEMHBIX
MAaIIMHHBIX HOCUTeNel nH(opManuu (MAarHUTHBIE U ONTHYECKHE TUCKH, (IIeII-HAKOUTEIH, HAKOTTUTETTN
Ha JKECTKUX MAarHUTHBIX JMCKaX, TBEPAOTEIbHbIE HAKOIUTENHU U Ipyrue) (1anee — MamHHbIE HOCUTENH
MEPCOHANIbHBIX IAHHBIX ).

OneparopoM yCTaHOBJEH NOPSAIOK, OOECHEeUMBAIOIIMNA COXPAaHHOCTh MCIOJNb3yeMbIX MaIIuHHBIX
HOCHUTEJIEH MEePCOHAIBHBIX JAHHBIX, OCYIIECTBIAECTCS UX MO3K3EMIUIAPHBIN ydyeT. XpaHsaTcs MamuHHbie
HOCHUTENIM TIEPCOHAIBHBIX JTaHHBIX TONBKO B [loMemeHnun B ceiie B yCIOBUSX, MPEMSATCTBYIOIIUX
CBOOOAHOMY JOCTYIY K HUM MOCTOPOHHUX JUI. BbimauaManmHHBIX HOCUTENEH MepCOHANBHBIX TaHHBIX
OCYIIECTBIISIETCSl MOJ] TMOAMKHCH TOJIBKO COTPYJHHKaM, JONYUIEHHBIM K OO0paboTKe MepCcoHaIbHbBIX
JAHHBIX.

3.10. B nemsix o6ecnieuenus nenoctHoctu oopadareiBaeMbix B UCII/{H nmepcoHabHBIX JaHHBIX
OnepaTop OCYHIECTBISIET HMX PE3EPBHUPOBAHUE B COOTBETCTBUU C YCTAHOBJIEHHBIM MOPSJIKOM C
WCIIOJIb30BaHWEeM MaIllMHHBIX HOCUTEJEH TEePCOHATBHBIX JTaHHBIX. B Hamu4uum MMEIOTCS KOMIUICKTHI
BoccTaHoBjeHus Ha npumensiemoe B MUCII/IH cucteMHOe M MpHUKIaJHOE IPOrpaMMHOE obecrieueHue, a



TaK)Ke CPEJICTBA 3aIIUTHI HHPOPMAITIH.

Hns xkmroueBbix 3neMeHToB MCIIIH npeaycMOTpeH UCTOYHUK PE3EPBHOTO AJICKTPONMUTAHUS, TTPU
HEOOXOIMMOCTH TPUMEHSIOTCS CHUCTEMbl BEHTWISLMU M KOHIMIIMOHMPOBAaHUS Bo3ayxa. llomerienus
OCHAIIIEHBI CPEJICTBAMH MT0KAPHOM CUTHATIU3ALINN.

3.11. O6ecneuenue antuBupycHoro koutpoiis B UCII[IH ocyiiecTBisieTcsi B COOTBETCTBUH C
ycTaHoBJIeHHbIM OmnepaTopaMu MOPSIAKOM C NPUMEHEHHEM CPEJICTB aHTHUBUPYCHOM  3aIIUThHI
uHpOpMaLIUH.

3.12. B UCIIJIH o6pabotka wuHGOpMAIMK OCYIIECTBISETCS B OJHOIOIB30BATEIBCKOM H
MHOT'OIOJIb30BAaTEIbCKOM pekuMax. OCyIIeCTBIIsCTCS pa3rpaHudeHUe MpaB AocTyna (Habopa IeHCTBHiA,
pa3pellieHHBIX sl BBINOJHEHHUS) IMosb3oBareneil. OOcayKuBaHWE TEXHUYECKUX U TMPOTPaAMMHBIX
cpencte  MCIT[IH, cpeactB 3amutel uHpopmanuu, B ToM umcne CK3UM wu  cpempl ux
(GyHKIIMOHUPOBAHMUSI, BKIIIOYasi HACTPOIKY, KOH(PpUTypUpOBaHUE U paclipe/ielieHe HOCUTeNeH KI4eBOn
uHpopmanuu Mexay nonb3oBatensimu UCIIH, ocymecTBusercs oneparopoMm OBM, OTBETCTBEHHBIM 32
oOecrieueHre ©O€30MAaCHOCTH MNEPCOHAIBHBIX JaHHbIX. OnepaTopoM Ha3HAYaHTCS  COTPYIHUK,
OTBETCTBEHHBIH 3a oOecrieueHre Oe30MacCHOCTH MepCOHANbHBIX AaHHbIX B MCIT/IH.

3.15. K o0bexram 3anutel B UCITJIH oTHOCSTCS:
oOpabaTbIBacMble TIEPCOHATIBLHBIC TAHHBIC,

TEXHUYECKHE CPEJICTBA, B TOM uucie MallMHHbIE HOCUTENIH MEePCOHATIbHBIX JAHHBIX, CPEAICTBA U
CHCTEMBI CBSI3M U TIepeadul JaHHbBIX, TEXHUYECKUE CPeCTBa 00pabOTKU rpaduvyeckoi, Buae- U pedeBoit
uH(pOopMalnu, cofepxKalield NepcoHaIbHbIE TaHHBIE;

CpeACTBa 3aIIUTHl HHPOPMAIUH;
cpena QyHKIIMOHUPOBAHUS CPEJICTB 3alIUTHI HHPOPMAIIHH;

nHpOpMaNKs, OTHOCSIIASACS K 3aIIUTE MEPCOHATBHBIX JaHHBIX, BKJIIOYAs KIIFOYEBYIO, TAPOIBHYIO

uHpopmaruio;

HOCHUTEIU KJIIOYEBOH, MMapOIbHON HH(pOpMaIum;

JIOKYMEHTBI, B KOTOPBIX OTpaXkeHa nHpopMarus o Mepax u cpeactax 3amutsel UCIT/Ix; [Tomemenue;
KaHaJIbI (JINHUW) CBS3H.

3.16. NCII[IH 06pa30oBaTeiabHOIO YUPEkKAECHUS C YUYETOM €ro CTPYKTYpPHO-()YHKIIMOHAJIBHBIX
XapaKTepUCTUK M YCIOBUH 3KCIUIyaTalld, a TAK)Ke NPUMEHSEMBIX HH(OPMALMOHHBIX TEXHOJOTMH M
OPEINPUHATBEIX Mep oOecredyeHus: 0e30MacHOCTH MEePCOHAIBHBIX JAHHBIX, YKa3aHHBIX B HACTOSILEM
paszzene, UMEIOT CPEHUI YPOBEHb UCXOJHON 3aLIUIIIEHHOCTH.

3.17. Omnepatops! a1 umeronxcs MCIT[IH Ha MOCTOSHHOW OCHOBE JIOJKHBI 00€CIeuHBaTh
Mepbl o0ecrieueHns 0€30MacHOCTH MEPCOHATBHBIX IaHHBIX, IPUBE/IEHHBIE B HACTOALIEMpPa3aeIe.

4. OneHka BO3MOKHOCTeli HapymmTe/ell IO peaju3aluH Yrpo3 0e30MaCHOCTH
NEePCOHAJIBHBIX IaHHBIX

4.1. Hapymutenem spnsercsa pusnyeckoe M0, CIy4aitHO WIK IPeAHaMEPEHHO COBEpILAloIIee
JIeMCTBUS, CIEICTBHEM KOTOPBIX SIBISIETCS HapylieHHe 0e30MacHOCTH NEePCOHANBHBIX JAaHHBIX TPH HX
obpabotke B UCII/IH.

B 3aBucmMocTH OT TpaBa pPa30BOTO WM MOCTOSTHHOTO JOCTyHa B KOHTPOIUPYEMYIO 30HY U
BO3MOXHOCTEH MO JOCTYMy K 0OpabaTblBa€MbIM MEPCOHAIBHBIM JIAaHHBIM M (MJIM) K KOMIIOHEHTaM
NCTIIH paccMaTpuBaroTCsl HAPYILIUTENH IBYX TUIIOB!

BHEIIHUE HapymMTeNM — Juna, He wumeroune mnpaBa jgoctyna k HWCII[IH unum ee OTAeIbHBIM
KOMITOHEHTaM;

BHYTPEHHHUE HApYyLIUTEIN — JIMIA, UMEIOIUe PaBO MOCTOSHHOTO UK pazoBoro jpoctyna k UCI A umu
€€ OT/IEIbHBIM KOMITOHEHTaM.

4.2. C yuerom coctaBa (KaTeropu) U odbema 0oOpabaThIBaEMbIX NEPCOHAIBHBIX JAHHBIX B
NUCTI/H, a Taxoke neneit u 3agad ux o0OpaboTKH B Ka4eCTBE BOSMOXHBIX IIeJIel (MOTHBAIMM) pealn3aiiu
HapYLIUTEISIMH YTpo3 0e301macHOCTH nepcoHabHbIX JaHHbIX B UCIIIH MOTyT OBITH:

TIOJTy9YEeHHUE BBITO/IBI TyTEM MOIICHHUYECTBA WIIH UHBIM ITPECTYITHBIM ITYTEM;
JTF000TBITCTBO MJTH JKEJIaHUE caMopeaTu3aliiiy;
peanu3anys yrpo3 6€30MacHOCTH NEPCOHATBHBIX TaHHBIX U3 MECTH;

peanusanus yrpo3  0e30MacHOCTH MNEPCOHANbHBIX JaHHBIX  HENpPEJHAMEPEHHO  M3-3a
HEOCTOPOKHOCTH WJIM HEKBATU(PUIIMPOBAHHBIX AEHCTBUM.

4.3. Jns UCITIH 06pa3oBaTebHOTO YUPEXKICHUS pAaCCMATPUBAIOTCS CIIEIYIOLINE BUIIBI
HapyLIUTENen:

Jina, IpyuBJICKACMBIC I YCTAHOBKH, HAJIAJIKU, MOHTAKa, ITYCKOHAJIAAOYHbBIX U MHBIX BI/I,[[OBpa6OT, —



BHYTPEHHUE HAPYIINUTEIN;

auna, o0CITyKUBaroIIue HHPPACTPYKTYpy onepaTopa (0xXpaHa, yOOPIIUKH U T.[.), — BHYTpEHHHE
HapyLIUTENH;

nosb3oBareny UCIIJIH — BHyTpeHHUE HapyIIUTEINN.

4.4, Hapymutenn oOnajgaroT CiAeAyroIMMU  BO3MOXHOCTSMM [0 pealM3allid  yrpo3
6e3onacHOCTH nepcoHanbHbIX JaHHbIX B MCII/IH:
1oJay4aTh MHpOpMaLUI0 00 ySI3BUMOCTAX OTHeNbHbIX KomnoHeHToB MCII/IH, onyOiukoBaHHYHO B
001EIOCTYITHBIX UCTOYHUKAX;

NOJy4yaTh MH(GOpPMALUI0 O METOAAaxX M CPEACTBaX pealu3aluu yrpo3 O0e30HacHOCTH MEPCOHAIBHBIX
JTAHHBIX (KOMITBIOTEPHBIX aTaK), OMYOJMKOBAaHHBIX B OOIIEAOCTYTHBIX HCTOUYHHKAX;

CaMOCTOSITEJIbHO OCYIIECTBJIATh CO3JaHUE CIIOCOOOB aTak, MOATOTOBKY M IpoBeaeHue arak Ha MCII/Ix
TOJIBKO 32 IIpeJielaMi KOHTPOIUPYEMOM 30HBI;

CaMOCTOSITEJIbHO OCYILECTBIIATh CO3/IaHUE CIIOCOOOB aTaK, MOATOTOBKY M IPOBEIECHUE aTaK B Ipeenax
KOHTPOJMPYEMOW 30HBI C (U3NYECKHM JocTynmoM u 0e3 ¢usnyeckoro nocryna k UCII[An wnm ee
OTJEJIbHBIM KOMIIOHEHTaM, Ha KOTOPBIX PEalM30BaHbl MEpbl M CPEJCTBA 3aLIUThl UHPOPMALIUU, B TOM
yrcne CK3U u cpena ux GpyHKIMOHUPOBAHUSI.

4.5. C yueToM HMEIOIIEHCS COBOKYIHOCTH TMPEANOJNOXKEHUH O 1ensix (MOTHBaLUH) U
BO3MOYKHOCTSIX HApPYIIUTENEH MO peanu3aluud yrpo3 0e30macHoCTH nepcoHanbHbIX AaHHbIX B WCII[H
NOTEHIMAJ HamaJeHWs INpu peaau3alud Yrpo3 0€30MacHOCTH NEPCOHANbHBIX JIAHHBIX  JUIs
paccMaTpuBaeMBbIX BHJOB HapymuTeneil Oyaer 0a3oBbiii (Hu3kuif). Hapymurens ¢ 6a30BbIM (HU3KHUM)
INOTEHIMAJIOM  SIBISIETCAd  HENpPO(pECCHOHAJIOM, HCHOJb3yeT CTaHAApTHOE OOOpYyIOBaHHUE, HUMEET
orpaanueHHbie 3HaHUS 00 MICIT/IH wim coBceM X HE UMeeT, BO3MOXKHOCTE goctyna k UCIIIn umu ee
OTJEJIbHBIM KOMIIOHEHTaM OrpaHM4YeHa M KOHTPOJIMPYETCs OPraHU3alMOHHBIMU MEpaMHU U CPEACTBAMHU
NCIIR.

4.6. B UCIIIH yrpo3sl 0e30HacHOCTH MEPCOHAIBHBIX JAHHBIX MOTYT OBITh pealn30BaHbI
BHEIIHUMH W BHYTPEHHUMH HapYIIUTEISIMH C 0a30BBIM (HH3KHM) MOTEHIHAIOM CIEAYIOUIMMHU
crocobamu:

HECAaHKLIMOHUPOBAHHBIA JOCTYN M (WJIM) BO3JCHCTBHE Ha OOBEKTHI 3aIllUTHl HA amlapaTHOM YpOBHE
(mporpaMMbl (MUKPOIIPOTPAMMBI), «IIPOIIUTHIC» B aIlllapaTHBIX KOMIIOHEHTAX (YHIICETaX));
HECaHKI[MOHMPOBAHHBIN OCTYN M (WJIM) BO3AEHCTBHE HA OOBEKTHI 3aIIUTHI HAa OOIIECHCTEMHOM YPOBHE
(oneparoHHbIE CUCTEMBI, THIIEPBU30PHI);

HECaHKIIMOHUPOBAHHBIA JTOCTYN U (WMJIM) BO3JEHCTBHE HAa OOBEKTHI 3aAIIUTHI HA NMPUKIAJTHOM YpPOBHE
(cuctemsl ynpaBieHHMs Oa3aMM JaHHBIX, Opay3epbl, BeO-NPUIIOKEHUS, WHBIE IPUKIIAAHBIE MTPOrpaMMBbI
00LIEero U CrenuanbHOro Ha3HAYeHUs );

HECAaHKIIMOHUPOBAHHBIA (PU3MUECKUl JOCTYyn M (MJM) BO3JEHCTBME Ha OOBEKTHl 3aAIIUTHI (KaHAJbI
(JIuHUM) CBSI3U, TEXHUYECKHUE CPENICTBA, HOCUTENN NH(OPMALINN).

AKTyaJIbHbI€ YTPO3bI 0€30IMaCHOCTH NEPCOHAIBHBIX JAHHBIX B HHPOPMAIHMOHHBIXCHCTEMAaX
NePCOHAIBHBIX JaHHBIX

5.1. VYrpo3sl 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX SABIAIOTCS akTyanbHbIMU s WCIIH,
€CJIM CYIIECTBYET BEPOSTHOCTh MX peau3allii HapylIMTeaeM ¢ 0a30BbIM (HU3KUM) MOTEHIHMAIOM, U
Takas peaju3alus NMpUBENET K HENPHUEMIIEMbIM HEraTUBHBIM MOCIEACTBUAM (yuiepOy) OT HapylIeHUs
KOH(UIEHIIMAIBHOCTH, LIEJIOCTHOCTH WK JOCTYITHOCTH 00pabaThIBa€MbIX EPCOHAIBHBIX JTAHHBIX.

5.2. C yuerom cpennero ypoBHs ucxonHol 3ammuienHoctn MCII/IH, coctaBa (kateropuun) u
o6bema obOpabarsiBaemMbix B UCIIIH mepcoHANBHBIX JaHHBIX, a TAKKE OCOOCHHOCTEH X 00pabOTKH AJIs
UCIIAH akTyanbHbl yrpo3bl 0€30MacHOCTH NEPCOHANBHBIX JAHHBIX TPEThErO0 THUMA. YTPO3BI
0€30MacCHOCTH MEPCOHAIBHBIX JAHHBIX TPETHETO THUIA HE CBS3aHBI C HAJMYMEM HEIOKYMEHTHPOBAHHBIX
(HemexkJIapupOBaHHBIX) BO3MOXKHOcTel B wucmoiabzyeMoM B HMCIIJIH cucTeMHOM U NPHUKIAIHOM
MIPOrpaMMHOM O0ECIIEUEHUH.

5.3. [IpuHrMasi BO BHUMaHUE NMPUPOJHO-KIMMATHUYECKHE YCIIOBHS, XapakTepHble s Smaio-
Heneuxoro AO B cuny ee tepputopuanbHoro nosnoxenus, 1 UCII/IH TeXHOreHHbIe yrpo3bl, a TAKKe
yIpo3bl CTUXUHHBIX OEICTBHIM M WMHBIX MPUPOIHBIX SBJICHUN HEAKTyaJbHBI M Jajiee paccMaTpUBAIOTCS
TOJIbKO aHTPOINOreHHbIE (MpeHaMepeHHbIe, HENPEeTHAMEPEHHBIE) YTPO3bl OE30MaCHOCTH MEPCOHATBHBIX
JTAHHBIX.

C yderom ocobGeHHOCTEN (DYHKIMOHHUPOBAHUS, UCIOIB3YEMBIX CTPYKTYPHO- (YHKIIMOHAJIbHBIX
XapaKTEPUCTHK, MPUMEHSEMbIX HH(POPMALMOHHBIX TEXHOJOIMH, XapakTepa U CHoco0oB 00paboTKH
NEPCOHANBHBIX JaHHBIX U MpeanpuHATHIX Oneparopamu Mep o0ecrnieueHHs 0€30MacCHOCTH NEePCOHATbHbIX



TaHHBIX, @ TaK)Ke BO3MOXKHBIX HETaTHBHBIX MOCHEACTBHM (yiiep0a) OT pealu3aluu MpeIHaMepeHHbIe
YIpO3bl YTEUKH NMEPCOHANBHBIX JAHHBIX MO0 TeXHUYecKuM KaHanam Juisi UCIIJIH HeakTyallbHBI U 1ajiee U3
IpeIHaMEPEHHBIX YIpo3 0€30MacHOCTH MEePCOHANBHBIX JaHHBIX PACCMATPUBAIOTCS TOJIBKO YIpO3bI,
peanu3yemble 3a CYeT HECAaHKLIMOHUPOBAHHOTO JIOCTYTIA.

C yueroM 0a30BOro (HM3KOro) IMOTEHIMAJa BO3MOXHBIX HApYLIMTENEH M CPEIHEro YPOBHS
ucxonnor samumeHHoctn MCIIJIH BeposTHOCTH (YacToTa) peanu3amuu yrpo3 0e30macHOCTH
nepcoHabHBIX AaHHbIX Ay UCIT/{H oneHuBaeTcs He Bbimie cpeaneii. OObeKTHBHBIC TPEIITOCHUIKH IS
peanu3zanuu  yrpo3 0€30MacHOCTH TEpPCOHATbHBIX JAHHBIX CYIIECTBYIOT, HO MPHUHATBIE MEpPbI
obecreueHus 0e30MacHOCTU nepcoHalbHbIX AaHHbIX B MUCIIJIH HemqocTaTOuHBI.

C yuerom coctaBa (kareropuu) u oobema odpadarsiBaembix B CIIJIH nepcoHaabHbIX JaHHBIX, a
TaK)Ke yPOBHS 3alUIICHHOCTH TMepcoHanbHbIX MaHHBIX B MCII/IH (HeoOxoanmo obecrieueHre He BBIIIE
YeM BTOPOTrO YPOBHS 3alUIIEHHOCTH MEPCOHAIBHBIX JIaHHBIX) ONACHOCTh Yrpo3 0e30MacHOCTH
NEPCOHAIBHBIX JaHHBIX A paccMmarpuBaemblx TunoB VCII[IH oueHuBaercs He Bblle cpenHel. B
pe3yipTaTe  HapylIeHWss  OJHOTO W3  CBOMCTB  0€30MaCHOCTH  IMEPCOHAIbHBIX  JAHHBIX
(KOH(UACHIMAIBHOCTD, LEIOCTHOCTD, TOCTYITHOCTH) BO3MOKHBI YMEPEHHBIC HEraTUBHBIC MOCIEICTBUS
st Onepatopa U CyOBEKTOB NMEPCOHAIBHBIX IaHHBIX. [Ipu 3TOM OMacHOCTh Yrpo3 0e30MacHOCTH
MEPCOHANIbHBIX JAHHBIX, HAPABJICHHBIX Ha

HapylIeHue WX IEJIOCTHOCTH M JocTynmHocTh nipu oOpadbotke B MCII/IH orneHuBaercs kak Hu3kas. B
pe3yJabTaTe HapyIIeHHUs OJHOTO M3 CBOMCTB O€30MAaCHOCTH MMEPCOHAIBHBIX MaHHBIX (I[€JIOCTHOCTD,
JOCTYITHOCTh) BO3MOXHBI HE3HAUYHMTEIbHbIE HEraTUBHBIE MocieAcTBUs Ui OmepaTtopa U CyOBEKTOB
NEPCOHAIBbHBIX TAHHBIX.

[TepeueHp akTyanbHBIX YIPO3 O€30MACHOCTH MEPCOHAIBHBIX JaHHBIX MTPH UX

obpaborke B UCIIIa oOpazoBaTensHOTO yupexaeHus npuseaeH B [Ipumoxennn Ne 1.

5.4. COBOKYMHOCTh MPEAMNOJI0KEHUN O BO3MOXKHOCTSIX, KOTOPbIE MOTYT HCIIOJIb30BAThCS MPHU
CO3/IaHUU CIIOCOOOB, MOJATOTOBKE U MPOBEAEHUM aTak Juisl paccmarpuBaeMbix tunos MCII/H, B ciydae
NPUMEHEHHUS B HUX JUIs obecrieueHus O6e3omacHocT nepcoHanbHbiX AanHeix CK3U, ¢ yuetom 6a3oBoro
(HM3KOT0) TOTEHIMAaTa BO3MOXKHBIX HapyHIMTENed W mpeanpuHsAThIX OrneparopaoM Mep obOecredeHus
0€30MacHOCTH MEPCOHATIBHBIX IaHHBIX, COJAEPKUTCS B MpUIoKeHUU No 2.



[Tpunoxenue Ne 1k HacTHOM Mozenu yrpo3
0€30MaCHOCTH MEPCOHATIBHBIX JAHHBIXB HH(POPMAIITMOHHONW CHCTEME NMEPCOHATBHBIX TAHHBIX

[lepedyenpb akTyanbHbBIX yrpo3 0€30MaCHOCTH MEPCOHATBHBIX JaHHBIX MPU UX00pabOTKe B

NCIIda»
" o IAKTyaJIbHOCTb
CHTU(PHKATO
INe A p IHaumenoBanne MCIIOJIb30BaHUS
[YTPO3BI u3
/Tt [YTPO3BI (mpuMeHeHus) s Mpumeganne
lbaHka JaHHBIXYTPO3
MOCTPOCHHUS
[peamu3anyu aTaKk
1. 'Yrposa Manas BEPOSITHOCTh
ATIIapaTHOrO [peanu3auu YTPO3BL. Huskas
YBI.004 cOpoca napons  |[HeaktyanbHO BO3MOXHOCTh ~ peaju3allid  YIpO3bl.
B10S Hu3zkas omacHOCTh
lyrpo3sl
2. 'Yrpo3a Cpenuss BEPOSATHOCTh
BOCCTAHOBJIEHHUS [peanu3auu YTPO3BL. Cpenuss
'YBI.008 ayTeHTH(UKAIIHO IAKTyaJIbHO BO3MOXXHOCTb peau3aluu
HHOH lyrpo3sl. CpeiHsAsa ONacHOCTh YIPO3bI
MHPOPMALTTH
3. Yrpo3a Manast BEPOSITHOCTD
BOCCTAHOBJICHUS [peanu3an YTPO3HI. Huskas
YBU1.009 MpeabLayIIei IHeaxTyansHO BO3MOXHOCTh ~ pealn3allid  YTPO3HI.
[ys13BUMOI BEPCHUHU Huskas omacHOCTb
B10S [yTpO3BI
4, 'Vrposa Cpenssis BEPOSITHOCTB
IeCTPYKTHBHOTO [peanu3au YTPO3HI. Cpennsis
YBU.012 IHeaktyanbHO BOSMOXXHOCTh ~ pealM3allill  yrpO3bl.
M3MEHEHHUS
IHu3kast omacHOCTh yrpo3bl
KOH(HUTypauu/cpepl
OKpYKEHHSA
MporpaMm
5. 'Vrposa Huskas BEPOSITHOCTh
I1eCTpYKTHBHOTO [peanm3au YIpO3bI. Cpennsist
YBI.013 MCIIONTb30BAHUS IHeakTyanbHO BO3MOXXHOCTh ~ peaji3alliid  yrPO3bI.
ITeKIapUPOBAHHOT IHu3kast omacHOCTh yrpo3bl
0 (hyHKIIMOHANA
B10S
6. 'Vrposa Huskas BEPOSITHOCTh
ITHTENEHOTO [peanm3au YIpO3bI. Cpennsist
YBU1.014 IHeaxkTyanbHo BO3MOXXHOCTb ~ p€alM3allid  yIpO3bL.
[yAep>KaHH
IHu3kast omacHOCTh yrpo3bl
BEIYHCITUTEIEHBIX
[pecypcoB
MOJIF30BATEIAMHU
7. IYTpo3a moctyna K Cpennsist BEPOSITHOCTB
BalUIaeMbIM [peanu3anuu YTPO3BIL. Cpennss
YBU.015 hatiam ¢ |AKTyanbpHO BOBMOKHOCTh ~ PEANM3alUN  yIPO3BL
MCII0Ib30BAHUEM CpezHsist ONacHOCTh
00XO0MHOTO TIyTH YTPO3BI
3. \Yrpo3a 3arpy3ku Huszkas BEpPOSITHOCTh
HEIITATHOM [peanu3aryn YTPO3EI. Cpennss
YBU.018 OIIepallMOHHON IAKTyasIbHO BO3MOHOCTb pealln3aliu
CUCTEMBL yrpo3bl. CpemHss OTacHOCTH YTPO3HI




IAKTYaJIbHOCTh

Ne Mnenruduiar HanmeHoBaHUEYTPO3bI MCII0JIb30BaHUS
n/m [PPYTPO3H (mpuMeHeHus1) is [Ipumeuanue
MOCTPOECHUS U
peanu3anyy aTaKk
0. Vrposa Huzkas BEPOSITHOCTh
36BITOYHOTO [peanu3anuu YTPO3BL. Cpenuss
YBI.022 HeaxTyansHO BO3MOKHOCTh peanu3anuu yrpossl. Huzkas
BBIIEICHUS
. OIaCHOCTb
oTepaTUBHOWNAMSATH yTpO3sI
10. 'Yrpo3a n3MeHeHHs Cpenssis BEPOSATHOCTH
KOMIIOHEHTOB [peanu3auu YTPO3BL. Cpenuss
YBU.023 CUCTEMBI HeakryanbsHo BO3MOXHOCTb peann3anyu yrpossl. Huzkas
OIaCHOCTb
lyrpo3sl
11. 'YTposza Manas BEPOSITHOCTh
MCKaKEHUS peanu3anuu yrpossl. Huszkas BO3MOXKHOCTh
BBOAUMOM u peanu3anuu  yrpo3el. Huzkas omacHOCTH
YBU.027 BEIBOIUMOI Ha HeakTyanbHo [YTpo3bl
meprupepuiiHbIe
lycTpoiicTBa
MHpOpPMALIUT
12. 'YTpo3a nucnonb3oBaHus Cpennss BEPOSATHOCTh
AIIbTEPHATUBHBIX IIyTEH [peanu3anuu YTPO3BI. Cpennss
YBU.028 mocTymna K IAKTyaJIbHO BBO3MOXXHOCTb peanuzanuu YTPO3BL.
pecypcaM Cpe/:[H;{;{ OIIaCHOCTH
[yrpo3sl
13. 'YTpo3a nucnonb3oBaHus Huzkas BEPOSATHOCTH
nHpOpManu [peanu3anuu YTPO3BI. Cpennss
eHTHDUKAIIH/ BO3MOXHOCTb peanu3aiuuyrpossl. Cpeassas
YBU.030 Ay TeHTHOMKAIHH, IAKTyaJIbHO OTIaCHOCTH YTPO3bI
3aJlaHHOM 1o
[YMOTYaHHIO
14, 'YTpo3a ucnonb3oBaHus Huzkas BEPOSTHOCTH
MEXaHH3MOB aBTOPHU3AINU [pean3aIm YTPO3BI. Cpenuss
YBUN.031 s IAKTyaJIbHO BO3MOXHOCTb peanu3aiuuyrpossl. Cpeassas
MTOBBIIIICHUS OTIaCHOCTH YTPO3BI
IpUBUJIET U
15. 'Yrpo3a HapyueHus Manas BEPOSTHOCTD
N300I cpeabl [peanu3anuy yrposbl. Huszkas BO3MOMKHOCTb
YBU.045 MCIIOTHEHUS HeakryanbsHo peanu3anuu yrpo3bl. CpeqHsst OnacHOCTb
BIOS [yTpO3BI
16. 'Yrpo3a HapymeHus Manas BEPOSTHOCTH
[IpOLEe Ty P [peanm3anuy yrposbl. Huszkas BO3MOKHOCTb
QyTeHTH(UKAIITH peanm3anuu yrpo3el. CpemHsst OMacHOCTh
CyOBEKTOB BUPTYaJIbHOTO [yTpO3BI
'YBI.046 HH(OPMAITUOHHOT HeakryanbHo
0 B3aMOAEHCTBUS
17. 'Yrpo3a HapymeHus Manas BEPOSATHOCTH
LETOCTHOCTH [peanm3auu yrpo3bl. Hu3kas BO3MOXKHOCTH
'YBU.049 ITAHHBIX KeIla HeaxTyanbHO [peanu3aryy yrpo3bl. Huskas omacHOCTB
[YTpO3BI
18. 'YTpo3a HEBO3MOXKHOCTU Manas BEPOSATHOCTH
BOCCTAHOBJICHHSI CECCHU peanu3anuu yrpossl. Huszkas BO3MOXKHOCTB
pabotsl HAlI9BM npu peanu3anuu  yrpo3sl. Huskas omacHOCTb
BBIBOJIE u3 YTPO3bI
YBU.051 HeaxTyanbHO
MIPOMEKYTOUHBIX
COCTOSIHUI MUTaHUS
19. 'YTpo3a HEBO3MOXKHOCTU Manas BEPOSATHOCTH
[YIIpaBJIE€HUs paBaMu peanu3anuu yrpossl. Huskas BO3MOXKHOCTh
YBU.053 monp3oBareneiiBlOS HeakryanbHo peanu3anuu yrpo3sl. Hwuskas omacHOCTb

lyrpo3sl




20. 'Yrpo3a HEKOHTpOJIUpYEM Manas BEPOSATHOCTH
oro pocra 4ducia [peanu3anuu yrpo3sl. Huszkas BO3MOXKHOCTb
3ape3epBUPOBAHH bIX lpeanu3anuu  yrpo3sl. Huskas omacHOCTb
YBI.059 BEIUMCIATEILEEIX HeakTtyansHo [YTPO3BI
[pecypcoB
21, 'YTpo3a HempaBOMEPHOTO Cpenssis BEPOSITHOCTB
03HAKOMJICHUS c [peanm3aun YTPO3BI. Cpennsis
YBU.067 BallUIIaeMON IAKTyaJIbHO BO3MOXHOCTb peanusanuu YTPO3BL.
PIH(I)OpMaHPIefI CpeI[HHH OMMaCHOCTh
lyrpo3sl
22. 'YTrpo3a HeCaHKIIMOHUPOB Huzkas BEPOSITHOCTh
QHHOTO BOCCTAHOBIICHUS [peanu3auu YTPO3BL. Cpenuss
ylalIeHHOH! 3aIluIaeMon BO3MOKHOCTh pean3alunyrpossl. Cpeauss
YBU.071 MHpOPMALIIH IAKTyasIbHO ONACHOCTH YTPO3BI
23. 'YTrpo3a HECAaHKLIMOHUPOB Manast BEPOSITHOCTD
AHHOTO BBIKITFOUCHUS HITH peanm3aruy yrpo3sl. Huskast BO3MOXKHOCTD
00x01a MexaHu3Ma peanm3anuu  yrpo3el. CpemHsisl OIMacHOCTh
YBU.072 BaIHTHI oT HeaxTyansHo [YTpO3BI
sarmucu B BIOS
24, 'YTpo3a HeCaHKIIMOHUPOB Huzkas BEPOSITHOCTh
YBI.074 AHHOTO JIOCTYyNa K IAKTYyaJIbHO peammzanu  yrpo3sl. CpemHsis
ayTeHTHU()UKAITMOHHON BO3MOKHOCTb peanuzanun
I/IH(l)OpMaLII/II/I [YI'PO3BbI. CpCZ[Hﬂﬂ OIIaCHOCTH
[YTpo3sl
25. 'YTpo3a HECAaHKIIMOHUPOB Manas BEPOSITHOCTh
AHHOTO JIOCTYIa K peanm3ary yrpo3bl. Huskast BO3MOXKHOCTb
YBU.075 BUpPTyaJIbHbIM KaHaJlaM HeakryanbHo [peamu3anu yrpo3el. CpemHsisi OomacHOCTh
mepenayn [yTpO3BI
26. 'Yrpo3za Cpenssist BEPOSITHOCTD
HECaHKIIMOHUPOBAHHOTO [peanm3an YTPO3HI. Cpennsis
ImocTymna Kcucreme BO3MOXKHOCTb peanu3anum YTPO3BI.
YBI.084 XpaHEHUS JAHHBIXU3 IAKTYyaJIbHO CpeHss OMacHOCTb yIPO3bl
BUPTYaTbHOU U(UIIH)
(busndeckoit cetu
27. 'YTpo3a HeCaHKIIMOHHPOB Huzkas BEPOSITHOCTh
QHHOTO M3MEHEHHS [pean3aIm YTPO3BI. Cpennss
QyTeHTH(UKAITMOHHON BO3MOXHOCTh peajn3anuy yrpo3sl. Huskas
'YBU.086 MH(pOpMAIHH HeaktyanbHo OITACHOCTH YTPO3HI
28. 'YTpo3a HECAaHKIIMOHUPOB Manast BEPOSITHOCTh
QHHOTO MCIIOJIb30BaHNUS peanm3aryy yrpo3bl. Huskast BO3MOXKHOCTD
MIPUBMIIETUPOBAH HBIX peanmm3aru  yrpo3sl. CpenHsist OMacHOCTb
YBU.087 byHKIMI HeaktyansHo [yTpO3bl
BIOS
29. 'Yrpo3a HECaHKLIUOHUPOB Cpenuss BEPOSTHOCTH
QHHOTO KOITUPOBAHHUS [peanu3aryn YTPO3BI. Cpennss
'YBI.088 BaIMIaeMoit AKTyaJbHO BO3MOYXHOCTh peanuzanuu YTPO3BL.
r(opMAH CpenHss OMacHOCTb yTPO3BI
30. 'YTpo3a HECaHKIIMOHUPOB Cpennsis BEPOSTHOCTh
AQHHOTO [peanu3anuu YTPO3BL. Cpennss
YBU.089 penakTupoBaHmsipeectpa  AKTYAIBHO BO3MOKHOCTb peanu3anuu YTPO3BL.
Cpenssisi ONacHOCTh
[YTpO3BI
31. 'Yrpo3a HECAaHKLIMOHUPOB Cpenuss BEPOSTHOCTh
AHHOTO CO3JaHMSY4eTHOU [peanu3anuu YTPO3BI. Cpennsis
YBU.090 3aIKCH IAKTyalIbHO BO3MOXHOCTb peanusanuu YIPO3BL.
MOJIb30BaTEIA CpeIIHiIH OIIaCHOCTh

lyrpo3sl




32. VEBILO091 'Yrpo3a HeakryansHo Huzkas BEPOATHOCTH
HECaHKIIMOHUPOB peammzanuu  yrpossl. CpemHsis
QHHOTO YAaJICHUS BO3MOKHOCTh peanu3aunyrpo3sl. Huskas
BaIuIaeMou ONACHOCTh
MHpOPMALUH [YTpO3BI
33. 'YTrpo3a HeCaHKIIMOHUPOB Manas BEPOSITHOCTh
QHHOTO YIpPaBJICHUS peanu3anuu yrpo3sl. Huszkas BO3MOXKHOCTH
YBUN.093 oydepom HeakryanbHo lpeanu3anuu yrpo3sl. Huskas omacHocTh
[yTpo35l
34. 'Yrpo3za obxoma Mauras BEPOSITHOCTh
HEKOPPEKTHO peanm3aruy yrpo3sl. Huskast BO3MOXKHOCTb
YBH.100 HACTPOEHHBIX HeaxTyansHo peanu3anyuu
MEXaHU3MOB lyrpo3sl. CpefHss ONacHOCTh YIPO3bl
Ay TeHTH(UKALUH
35. 'Yrpo3a nepe3arpy3ku Cpeasist BEPOSATHOCTh
armapaTHbIX u [peanu3auu YTPO3BL. Cpenuss
[IpOrpaMMHO- BO3MOKHOCTh peanu3anuu yrpossl. Huzkas
YBU.113 aTmapaTHBIX HeaxkTyanbHo OTIaCHOCTH YTPO3bI
cpencTs
BEIUHCITUTEILHON
TEXHUKH
36. 'Yrposa mepexsara Mautas BEPOSTHOCTh
BBOJAMMOMU 51 lpeanu3anuu yrpo3bl. Huzkas BO3MOKHOCTh
BBIBOJIMOIA Ha peanu3anuu yrpo3el. CpemHssl OMacHOCTh
YBI.115 nepudepuitabie HeakTyanbsHo [YTPO3BI
lycTpoiicTBa
MHpOpPMALIUT
37. 'Yrpo3za Mauas BEPOSITHOCTD
MOBPEXKICHUS peanm3aruy yrpo3bl. Huskast BO3MOXKHOCTb
YBU.121 CHCTEMHOT'O peecTpa HeakrtyanbHo [peanm3aruy yrpo3sl. Huskas omacHOCTh
[YTpO3BI
38. 'YTpo3za noaoopa Manast BEPOSITHOCTh
napois BIOS peanu3aiyu yrpo3bl. Huskas BO3MOXHOCTb
YBI.123 HeakryanbHo [peanmu3aryu yrpo3bl. CpeaHssi OMacHOCTh
[yTpO3BI
30. 'Yrpo3a nojgaenkuzanucei Mauas BEPOSITHOCTD
PKypHaJIapeTuCTpaLuH peanm3aryy yrpo3bl. Huskast BO3MOXKHOCTD
YBU.124 coOBITHI HeakryanbsHo peanuzanuu yrpossl. Huskas omacHOCTB
[YTpO3BI
40. 'YTpo3za TIOJIMEHBI Manast BEPOSITHOCTh
[Pe€3epBHOI KOIIMH peanu3anuu yrpossl. Huskas BO3MOXHOCTb
YBM.129 MpOrpaMMHOTO HeakryanbHo [peanu3anuu
obecnieuennsaBlIOS lyrpo3sl. Huskast omacHOCTb yrpo3sl
41. [YBU.140 'Yrpo3a HeaxTyanbHo Cpennsis BEPOSTHOCTh
MIPUBEIICHNS CHCTEMBIB [peanu3aryn YTPO3BI. Cpennss
COCTOSIHHE «OTKa3B BO3MOKHOCTh peanu3aiiu yrpo3sl. Huzkas
00CITy)KUBaHUN) OIIACHOCTh YI'pO3bI
42. 'YTpo3a mporpaMMHOTO Mautas BEPOSITHOCTH
cOpoca aposs [peanm3anuu yrpo3bl. Hu3kas BO3MOXKHOCTH
YBU.144 BI1OS HeakryanbHo peanm3ain yrpo3bl. CpeiHsisi ONacHOCTb

[yTpo3bl




43. 'Yrpo3a nporyckanpoBepKu Manas BEPOSATHOCTH
[[€JIOCTHOCTU [peanu3anuu yrpo3sl. Huszkas BO3MOXKHOCTb
YBU.145 [IPOrPaMMHOI0 IHeaktyanbHo peanu3anuu yrpo3sl. Huskas omacHOCTb
oOecrieueHus [YTpo3bl
44, 'Yrpo3a ynanenus Manast BEPOSITHOCTD
ayTeHTH()UKAITHOHHON peanmm3aruy yrpo3sl. Huskast BO3MOXXHOCTD
YBU.152 nHpOpManun HeakryanbsHo [peanu3anyy yrpossl. Huskas omacHOCTB
[YTPO3BI
45, 'Yrpo3a ycunenus Huzkas BEPOSITHOCTh
BO37EHCTBUSHA [peanu3auu YTPO3BL. Cpenuss
BBIYUCIIUTEIILHBIE BO3MOKHOCTh peanu3anuu yrpo3sl. Huzkas
YBU.153 lpecypcsl nonb3oBarencii  [HeakTyaiabHO OIIACHOCTb YI'PO3bL
[IPUTTIOMOIIN
CTOPOHHUX
cepBepoB
46. 'Yrposa yTpaThl Huzkas BEPOSITHOCTh
BEIYMCIIUTEIBHBIX [peanu3anuu YIPO3EI. Cpennss
YBU.155 [pecypcoB IHeaktyanbHO BO3MOXXHOCTb peaiiu3aluu yrpo3sl. Huskas
OTIaCHOCTb
[yTpO3bI
47. 'Yrpo3a yTpaTsl Huzkas BEPOSITHOCTh
YBU.156 HOCUTENEH IAKTYyaJIbHO [peanu3anuu YTPO3BL Cpennsist
nHGOpMann BO3MOXKHOCTD PEaTH3AINH
yrpo3sl. CpenHsist OTaCHOCTh
48. Vrposa Manas BEPOSITHOCTh
opmaTpoBanmus peanm3aruy yrpo3sl. Huskast BO3MOXKHOCTb
YBU.158 HOCHTeICIH HeaxTyanbHo [peanu3anuu yrpo3bl. Huskas omacHOCTb
nHGOpMann [YTpO3BI
49. 'YTpo3a skcruTyaTanuu Manast BEPOSITHOCTh
rdpoBoit moamcH peanm3aryy yrpo3bl. Huskast BO3MOXKHOCTD
YBU.162 [IPOrPaMMHOIO IHeaktyanbHo lpeanm3anuu  yrpo3sl. Hwuskass omacHOCTb
KOJIa YI'PO3bI
50. [YBU.177 'YTpo3za HeakrtyanbHo Manast BEPOSTHOCTh




HETIOITBEP>KICHHOTO [peanu3anun YIpO3BI. Huskas
BBOJIaJIAaHHBIX BOBMOKHOCTb ~ pEANM3allUd  YrpO3BL.
OIIEpPaTOPOM B Hu3kas onacHOCTB yrpo3sl
CHCTEMY, CBSI3aHHYIO C
0€3011aCHOCTBIO
51. 'Yrpo3a HeCaHKIIMOHUPOB Cpenuss BEPOSATHOCTh
QHHOTO MCIOJIb30BAHUSA [peanu3auu YTPO3BL. Cpenuss
YBU.178 CUCTEMHBIX u IAKTyaJIbHO BO3MOXXHOCTb ~ pealM3allid  YIPO3HL.
CETEBBIX YTHJIUT CpenHsis ONacHOCTb yTPO3BI
52. 'Yrpo3a HeCaHKIIMOHUPOB Cpenuss BEPOSATHOCTh
QHHOI [peanu3auu YTPO3BL. Cpenuss
YBU.179 MO IHDHUKAITIHI IHeaxktyanbHO BO3MOXHOCTh ~ peaju3allid  YIpO3bl.
BaIMIACMOi Hu3kas onacHOCTh yrpo3sl
nHpopManuu
53. 'Yrposa OoTKa3a Maas BEpPOSITHOCTh
[TOJICHCTEMBI [peanu3auu YTPO3HIL. Huskas
YBI.180 oOecrieueHNs IHeaktyanbHO BO3MOXXHOCTb ~ pEaIM3allMd  YIPO3BL.
[TeMIIepaTypHOTO Huskast omacHOCTB
[pexnuMa [YTpo3bI
54, Vrposa Manas BEPOSITHOCTh
(busHueckoro [peanmu3au YTPO3HI. Huskas
YBU.182 IHeaktyanbsHo BO3MOXXHOCTb ~ pEaIM3allMd  YIPO3BL.
ycTapeBaHUs
Huskast omacHOCTB
armapaTHBIX yrpoze
KOMITOHCHTOB
55, 'YTpo3a HeCaHKIIMOHUPOB Mautas BEPOSITHOCTh
QHHOTO M3MEHEHHS [peanu3aiuu YTPO3HIL. Huskas
MapaMeTpOB HACTPOUKU BO3MOXHOCTh ~ pealn3alliid  YTPO3HI.
YBU.185 cpencts 3aIATHI IHeakTyanbHO Cpeassist OonacHOCTb yrpo3bl
MHpOpMAIUN
56. 'Yrposa Huzkast BEpPOSITHOCTh
BHEJIPEHUS [peanm3au YIpO3bI. Cpennsist
BPEJOHOCHOTO KOJla B BO3MOXKHOCTh ~ pEaJM3allil  YTPO3BI.
YBI.191 IMCTPHOYTHB IAKTyalIbHO Cpeassist onacHOCTb yrpo3bl
MPOTPaMMHOTO
oOecriedeHus
57. 'YTpo3a ucrosIb30BaHuUs Cpennsist BEPOSITHOCTB
[YSI3BUMBIX BEpCHit [peanm3au YIpO3bI. Cpennsis
YBI.192 POrpaMMHOTO IAKTyaJIbHO BO3MOKHOCTh peau3aluu
obecreyeHus lyrpo3bl. CpenHsist OTTACHOCTh YTPO3bI
58. 'Yrpo3a Cpenuss BEPOSTHOCTh
HapyLIeHNS [pean3aIm YTPO3BI. Cpennss
[paboThI BO3MOXHOCTh ~ pealn3alliil  YTPO3HI.
KOMIBIOTEPA u Hu3kast omacHOCTB yIpO3BI
OJIOKUPOBAHUS
YBI.205 ImocTymna K ero IHeakTyanpHO
ITaHHBIM u3-3a
HEKOPPEKTHOH paboThI
[YCTaHOBIJIEHBI HAaHEM
CpeacTB
BalUTE
59, 'Yrpo3a HeneneBoro Cpennsis BEPOSTHOCTh
MCIIONb30BaHUS [peanu3anuu YTPO3BIL. Cpennss
BBEIYMCITUTEIbHBIX BOBMOKHOCTb ~ PEAlM3allUd  YrpO3BL
YBU.208 [pecypcoB IHeaxTyansHo Hu3kast omacHOCTb YyIpo3bl
cpencTBa
BBIYHCITUTEILHON

[TCXHUKH




[Mpunoxxenne Ne 2k YacTHoii Moienu yrpo3 0€30mMacHOCTH
MIEPCOHATBHBIX JIAHHBIXB HHPOPMAIIMOHHON CHCTEME ITEPCOHANBHBIX JTaHHBIX

COBOKYITHOCTh TPEAIOJIOKEHUH 0 BO3MOXKHOCTSX, KOTOPBIE MOTYT WCIIOJIb30BaThCSl MPHCO3IaHUM CIIOCOOOB,
noaroropke u nposeaeHun arak juisi UCII/IH, ecnu mns obecrnieueHusl 0€30MaCHOCTHIIEPCOHAIBHBIX JaHHBIX
npuHATO pemenne mpumeHernss CK3U

skcruryatatmn  CK3M Ha cnenyromue
0OBEKTHIL:

TOKYMEHTALUIO Ha CK31 u
KOMIIOHEHTBI cpensl
(YHKIIMOHUPOBAHUS;

[OMEIIECHUS,, B KOTOPHIX HaxoIsITCA

komnoHeHTbl HWCIIJIH, Ha KOTOpBIX
[peaTn30BaHbI CK31 u cpena
(OYHKIIMOHUPOBAHUS

IAKTYaJIbHOCTb
YTouHEHHbIE BO3MOKHOCTH
No . MCTIOJIb30BAaHHUS
HapyIIMTEJICH ¥ HaNpaBICHHs aTak
/Tt (mpumenenust)  1s1|(O0OCHOBaHHUE OTCYTCTBUS
(cooTBeTCTBYIOIIHE aKTyaJbHBIC
MOCTPOCHUS u
YTPO3BI)
[peann3amny aTaKk
1.1. [[IpoBeneHue aTaKu mpu |AKTyaabHO
HaXO0XICHUU B npeaenax
KOHTPOJIUPYEMOH 30HBI
1.2. [IpoBenenue aTak Ha sTane [HeakTyanbHO [IpoBomsiTcs paboTsl IO TOAOOPY

COTPYIHHUKOB,
MPUBUICTHPOBAHHBIC MOJI30BATENN
UCIIAx
Ha3HAYaKOTCS yucia
JTOBCPCHHBIX JIWII.
ObecrieunBaeTCs KOHTPOJIUPYEMBIil
mocTyrm  (KOHTpoJHMpyeMas 30Ha) B
QJIMUHUCTPATUBHBIE 3MaHUS ¥ (WJIN)
IIOMEIICHUSA C
UCIIAH.

nus3

KOMIIOHEHTaMHU
'VYKa3aHHBIC TIOMCIICHUS  OCHAILCHBI
BXOJHBIMH  JIBEPbMH C  3aMKaMHU,
[YCTAaHOBJIEH TOPSAAOK JOCTYNa B OTH
TOMEIIEHHS, MIPETATCTBYOIINN
BO3MO>KHOCTH HEKOHTPOJIUPYEMOTO
IPOHUKHOBEHUSI WJIH TIPEOBIBAHUS JTUII,
HE MMEIONIUX TpaBa JOCTyna B HUX. B
[paboyee BpeMs, B cCilydae yxoja JIHII,
MMEIOIUX TMPaBO CaMOCTOATEIHLHOTO
mocTymma B yKa3aHHbIE TIOMENICHHSA, a
Takke B Hepabodee BpeMsl JBEPH ITHX
MOMEIICHUI 3aKPBIBAIOTCS Ha KITIOY.
Jloctym ITOCTOPOHHUX JIMIL B
momemieHus ¢ kommoHeHTamu MCIIIH
MOTyCKaeTCsl TOJIBKO B TIPHCYTCTBUU
UIMII, MMEIOIINX paBo
CaMOCTOSITETTFHOTO JIOCTYyTIa B JIaHHBIC
MMOMEIICHHS Ha BpEMs, OTPAaHUYICHHOE

CIIy)KeOHOU
HEO00XOIUMOCTBIO. [Ipu 3TOM
[peAPUHIMAIOTCS Mepbl,

MCKJIFOYAOIME BO3MOXHOCTL JOCTYyIIa
MOCTOPOHHUX JIMI K O6pa6aTBIBa€MBIM
MEPCOHAJIbHBIM
JaHHBIM K

IpyruM  oOBeKTaM




BAIUTEL

'YcranosneH MOPSATIOK
00eCcIIeunBarOUN COXPaHHOCTb
moxymenTarii Ha CK3WM, MammmHHBIX

HOCHUTEIICH
nHpOpMaITUU c KOMILIEKTAMH
BocctaHoBiaenust CK3U, wnocurenei
KJIFOUEBOM, MapoabLHON u
Ay TCHTHU(UIUPYFOTICH

nHpopmarmu. Jlokymenrtamus Ha CK3U
M yKa3aHHBIE HOCUTENN  XPAHATCS
TOJILKO B ceiipax MM 3aKphIBacMbIX Ha
KITI04 mKadax(smKax) B

YCIIOBHSIX,
MPEISATCTBYIONINX CBOOOIHOMY JOCTYITY
K HUM ITOCTOPOHHHX JIHI]

1.3.

[Tonyuenue B paMKax
MPEAOCTAaBJICHHLIX HOJIHOMO‘II/IIZ, a
TakkKe B pe3ylbTare HaOIIOACHUI
ciemyromei napopmanuu:
CBEIEHU 0 (pU3MYeCKUX Mepax3alluThl
00BEKTOB, B  KOTOPBIX
pa3smetensl pecypebl UCIIH;
CBEICHUH O Mepax no
0OeCTIeYeHUTO KOHTPOJIUpYeMOi
30HBI 00BEKTOB, B  KOTOPBIX
pasmetensl pecypebl UCIIH;
CBEJICHUH O Mepax o
[pa3rpaHU4YEeHUIO JocTyna B
[OMEIIEHUS, B KOTOPBIX HAXOAATCS
komroneHTsl CIIT/IH, Ha KOTOPBIX
[peaTn30BaHbI CK3U u cpena
(DyHKLIMOHUPOBAHUS

IAKTyalIbHO

1.4.

Mcnonp30BaHMe  IUTaTHBIX  CPEIACTB
NCII[IH, B KOTOpOM HCIOJIB3YyEeTCs
CK3U, OTPaHNYEHHOE
peanmzoBanubiMu B WCIIJlH mMepamu,
HaIpaBJIeHHBIMU HaINpeJI0TBpallleHHe U
[peceucHue

IHCCAHKIITMOHUPOBAHHBIX HeﬁCTBHﬁ

AKTyaJIbHO

2.1.

Dusnueckuit JOCTYII K
komronentam HMCIIJIH, Ha KOTOpBIX
[pea30BaHbI CK3H1 u  cpeda
(DyHKLIMOHUPOBAHUS

HeaxTtyansHo

[IpoBoasiTcs paboTsl IO TOAOOPY

COTPYIHUKOB,

NPUBUICTHPOBAHHEIE MOJIH30BATENN
UCHAx

HA3HAYAIOTCS u3 qucna

IMOBEPEHHBIX JIHII.

ObecrieunBaeTcs KOHTPOJINPYEMBIH

moctyn  (KOHTponupyeMasi 30Ha) B

QJIMUHUCTPATUBHBIE 3MaHUS H  (WIN)

MOMEIIEHUS C




KOMITOHEHTaMH HCITH.
'Yka3aHHbIC TIOMCIICHHS  OCHAIICHBI
BXOMHBIMA  JIBEPBMH C  3aMKaMH,
[YCTAHOBJICH IIOPSIOK IOCTyIa B 3TH
[TOMEIIEHUS, MPETSATCTBYOIIUN
BO3MO>KHOCTH HEKOHTPOJIUPYEMOTO
TMPOHUKHOBEHUS WIIM TPEOBIBAHUS JIHII,
HE UMCIONIMX TpaBa JOCTyla B HUX. B
[pabodee BpeMs, B Cllydae yXxoja JIHII,
MMEIOINX TIPaBO  CaMOCTOSTECIIEHOTO
mocTymma B yKa3aHHBIE TIOMENICHHA, a
Takke B Hepabodee BpeMs JBEPH ITHX
TIOMEICHUI 3aKphIBAIOTCSA HA KITFOY.
Joctym TTOCTOPOHHHUX JIATT B
rmomMerneHus: ¢ kommnodHentamu MCIIIu
ITOITYCKAETCsI TOJIbKO B TMPUCYTCTBUH
UTHTI, MMEFOIIHX paBo
CaMOCTOSITETFHOTO JIOCTYyTIa B JTaHHBIC
MOMEIICHHUSI HA BpPEMs, OIPaHUYCHHOC
CITykeOHOU
HE0OXOTUMOCTHIO. [Tpu 3TOM
MPEIIPUHAMAIOTCS MEpHI,
MCKITIOYAIOIINe BO3MOKHOCTh
MoCTylma  TOCTOPOHHHUX — JIHII K
00pabaThIBaEMBbIM NEePCOHAITBLHBIM
MaHHBIM M JIPYTHMM OOBEKTaM
BaIIATHI

2.2.

Bo3M0OXXHOCTB pacrioyiaraTtb WU
BO3/ICIICTBOBAaTh  Ha amnmnapaTHbIE
komnoHeHTsl CK3U u cpeny
(YHKIIMOHUPOBAHUS, OTPaHUYCHHAS
MepaMmH,
peann3oBanHeiMA B VICII[IH, B
KOTOpOM ucnonssyerca  CK3U,
HaIpaBIeHHBIMU Ha
MpEeJOTBPAIlleHHE M IPEeceueHue
HECAaHKIIMOHUPOBAHHBIX JEHCTBUH

HeaxTtyansHo

bazoBoro (HM3KOrO0)  TOTEeHIMaia
HapYIIATES HEJ0CTaTOYHO TUTS
[peanu3alyy yrpo3sl.
[MpoBoasiTcs paboThl IO MOAOOPY
COTPYJHHKOB,
[IPUBUIIETHPOBAHHBIE MTOJIB30BATENN
UCHAx
Ha3HAYaI0TCA u3 yucna
MOBEPEHHBIX JIMII.
ObecneunBaercs KOHTPOJIUPYEMBIH
mocTynm  (KOHTpoiMpyeMas 30Ha) B
AQIMUHACTPATUBHBIE 37aHUA W (MJIHN)
MOMEIIEHUS c
kommoneHtamu MCII[H.  Ykazanabpie
MOMEIIEHNsI ~ OCHAIIEHBl  BXOJIHBIMHU
MBEppMH  C  3aMKaMH{, YCTaHOBJICH
MOPSIIOK TOCTyNAa B 3TH IOMEIEHHMS,
MPENSTCTBY O BO3MO>KHOCTH
HEKOHTPOJIUPYEMOTO  TPOHUKHOBEHUS
MM TpeObIBaHUs
UM, HE WMEIOLIMX IpaBa JOCTyNa B
HuX. B pabGouee Bpems, B ciiyuae




yxona JIMIT, HMCIOIINX MpaBo
CaMOCTOSATENIBHOTO JIOCTYIla B YKa3aHHbBIE
MMOMEIICHIS, a TaKXKe B Hepabouee Bpems
IBEPU 3TUX MOMEIIEHUHN 3aKpBhIBAIOTCS Ha
Koy,  JlocTynm NOCTOPOHHHUX JIMIL B
rnmoMeiieHuss ¢ kommnoHeHTamu WCIIIu
ITOIIyCKAaEeTCsl TOJAbKO B HPUCYTCTBUM JIULI,
MMEIOIIUX  IpaBO CaMOCTOSATEIILHOTO
MocTyna B JaHHbIC MMOMEIICHHUS Ha BpeEMs,

OTpaHmYeHHOE CITy>kKeOHOH
HEOOXOIMMOCTEIO. IIpu 3TOM
MpeINPUHUMAIOTCS MeEpHI,
WCKITFOYAOIIHE BO3MOXKHOCTb
ImocTymna MTOCTOPOHHUX JIVII K

00pabaThIBAEMBIM MTEPCOHAIBHBIM TAHHBIM
W IPYTUM 0OBbEKTaM 3all[UThI.

OcymecTBisieTcs pasrpaHu4eHue,
perucTpanus u yuer JocTyna
monb3oBatenied  MCII[lH  k  oObekram
3aIINUTHI c
WCTIOJIb30BaHUEM
opranu3aiiMoHHbIX Mep U cpencTBCII/IH.
[IpaBamu YIIpaBIICHUS
(amvuaucTpupoBanus) WCII/x obmamaroT
TOJIBKO
[PYUBUIICTHPOBAHHbIE
M0JIb30BATENN
3.1. |Cosnanue cnoco6GoB, MNOArOTOBKAa U [HeakTyalbHO He ocymecTrisercss 00pa0b0oTKa CBEACHHMIA,
[pOBEJEHHE aTak C IPUBJIEUYECHUEM KOTOpBIE MOTYT IMIPEJCTaBIATh HHTEpec
CICLMAIIMCTOB B 00JacTH aHauu3a U1 peanu3anuy BO3MOXKHOCTH.
CUTHAJIOB, COIPOBOXK TAFOLIIUX Bbicokass  CTOMMOCTB W CJIOXHOCTb
¢ynkunonupoBanne CK3U  u cpenst [TOATOTOBKHU peanuzanuu
(YyHKLIMOHUpPOBaHMS, M B o0JacTu BO3MOKHOCTH.
HCIIONIb30BaHUSA JJI pPealn3aluu VInmst MCIIIH akTyanbHBl yrpo3bl
aTak 0e30macHOCTH MEPCOHANBHBIX
HEI0KYMEHTHPOBAHHBIX IMaHHBIX TPETHETO THUIIA, HE
(HenexIapupOBaHHbIX) BO3MOKHOCTEH CBSI3aHHbIE c HaJIMYUueM
MIPUKIIAJHOTO HETOKYMEHTHPOBAaHHbIX
[POTPaMMHOI'0 00eCTIeUEHHSI (HeeKIapupOBaHHBIX) BOZMOXKHOCTEH
B HCHOJb3YyEMOM
CHUCTEMHOM u NPUKIaTHOM
POrpaMMHOM OO€eCIIeUeHNH
3.2. [[Iposenenue nabopatopHelx |HeakTyanbHO He ocymiectsisieTcs 00paboTKa CBEICHNUH,
HFICCIIe JOBAaHHM CK3H, KOTOPBIC MOTYT NPEJACTABIIAITE HHTEPEC
HCTIONTh3YEeMBIX BHE (MOTHBAITHIO) JUTS peanuzanuu
KOHTPOJINPYEMOU 30HBI, BO3MOKHOCTH.
OTrpaHUYEHHOE MepamH, Breicokas  CTOMMOCTB M CJIOXHOCTb
peanmnzoBanHeiMu B MICI1/IH, B KOoTOpOH [MOJArOTOBKH peanuszanuu
ncnonszyercs CK3U, nampaBieHHBIMU BO3MOYKHOCTH

Ha
[pEeIOTBpAIlEHHE U TIpecedeHue
HECAaHKIIMOHUPOBAHHBIX JCHCTBHUNA




3.3. [[IpoBemenne paboT MO CO3IAHUIO HeakTtyanbHo He ocymectBisieTcss 00paboTKa CBEICHUIA,
crioco0oB U CpeICcTB  arak B KOTOpPBIE MOTYT MPEICTABISATh HHTEPEC
Hay4YHO-MCCIIEIOBATEIbCKUX IIEHTPAX, (MOTHBAIIHIO) TUTS peannzanun
CHEMATU3NPYIOIINXCS BOOIACTH BO3MOKHOCTH.
pa3paboTku u aHanmm3aCK3U Bricokas CTOMMOCTb M CJIOJKHOCTbB

- cpeibl MOATOTOBKH peanu3anyn
(hyHKITMOHUPOBAHUS, B TOM YHUCIIE C BOSMONKHOCTH
MCTIOJIb30BaHUEM MCXOJTHBIX
TEKCTOB BXOJSIIETO B cpenbl
(hyHKITMOHUPOBAHUS TPUKIAIHOTO
MIPOTPaMMHOTO obecrieueHus,
HETIOCPEACTBEHHO HCIOJb3YIOLIETO
BBI30BBI ITPOTPAMMHBIX ()yHKITHHA
CK3U

4.1. |Co3ganue crioco00B, IOATOTOBKA U HeakTtyansHO He ocymecTtBisercsi 00paboTKa CBEACHHN,
[pOBEIEHNE aTaK C MPUBICYCHUEM KOTOpbIE MOTYT TMpPEICTaBISATh WHTEpEC
CIECLUANCTOB B obnactu I peanu3alui BO3MOXKHOCTH.
MCTIONTE30BAHUS IUTSL  peaTu3aIiim Bricokassh CTOMMOCTP H  CJIOXHOCTH
aTaK HEIOKYMEHTUPOBaHHBIX MOJrOTOBKH peanu3anuu
(HEemeKITapupPOBaHHBIX ) BO3MOKHOCTEH BO3MOKHOCTH.

CHUCTEMHOTO VIt UCII[JH axTyallbHBI YIpO3bl

MPOrpaMMHOTO O0ecriedeHus Oe3omacHOCTH MEePCOHATBHBIX
IMaHHBIX TPETHETO THUIA, HE
CBsI3aHHBIC c HaJTHYUEM
HEJIOKYMEHTHPOBAaHHBIX
(HeIeKIapUPOBAHHBIX ) BO3SMOKHOCTEH B

UCTIONIE3YEMOM

CHUCTEMHOM " NPUKITaTHOM
MPOrpaMMHOM 00eCTICUEeHUH

4.2. BO3MOXXHOCTb pacnonarate  [HeakTyalbHO He ocymecTrisercs 00pabOTKa CBEACHHMIA,
CBEICHUSIMH, coJep)KallUMUCST B KOTOpPBIE MOTYT MPEICTABISATh HUHTEPEC
KOHCTPYKTOPCKOW JIOKyMEHTallud Ha (MOTHBAIIHIO) JUTS peanuzanuu
anmapaTHble u MpOTrpaMMHbIE BO3MOKHOCTH.

KOMIIOHCHTBI Cpeapl OTCYTCTBYET B HaJIMYMH KOHCTPYKTOPCKas
¢ynkunonuposanust CK3U TOKyMEHTAalMsl ~ HA  anmapaTHble U
MPOTrpaMMHBIE KOMIIOHEHTBI cpeabl
¢ynkunonupoBanuss CK3U
4.3. [Bo3MOXXHOCTB pacnonaraTth nik [HeakTyaibHO He OCYIIIECTBIISETCS o0OpaboTka
BO3/ICHCTBOBATh Ha JIFOOBIEKOMITOHEHTBI CBEJICHUH, KOTOpBIE MOTYT
CK3U u cpenpl QyHKIIMOHUPOBAHUS [IPEICTABIIATH HHTEpPEC
(MOTHBAITHIO) IS peanuzanuu
BO3MOXKHOCTH.
lbazoBoro (HU3KOTO) MOTCHIIMAJIA
HapYIIATEIS HEJIOCTaTOYHO JUTST
[peaTu3aly yrpo3sl
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